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ratus (200), responses indicating the start of base station
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authentication data to the wireless terminal apparatuses (300)
(S2500); and a step in which the wireless terminal appara-
tuses (300) perform base station authentication on the trans-
mission origin of the base station authentication data, based
on whether the received base station authentication data indi-
cates that there were responses at the selected timeslots
(S2700).

7 Claims, 39 Drawing Sheets

200 300~1 300-2 300-3
) =, A
RADIO BASE FIRST RADIO SECOND RADIO THIRD RADIO
STATION TERMINAL ERMINAL RMINAL
APPARATUS APPARATUS APPARATUS APPARATUS
AUTHENTICATION
START

RECEPTION (1) NU?/%’ETR [}

NON-K i N

SLoT
NUMBER 1

sLot
NUMBER 2

RECEPTION (1) RECEPTICN/ |

NO RECEPTION {0) RE,-EEFT,LO% |

SLOT
NUMBER n

RECEPTION(f) | RECEETION

[RECEPTION| TIME SLOT 0
TATUS | TIME SLOT 1
TIME SLOT 2

TIME SLOT 3-n
TIME SLOT n

SO mO -

BASE STATION w1010 v 4"
AUTHENTICATION DATA * 1010, *==



US 9,084,113 B2
Page 2

(51) Imt.ClL
HO4W 72/02 (2009.01)
HO4W 88/08 (2009.01)
(56) References Cited

U.S. PATENT DOCUMENTS

2003/0021257 Al* 1/2003 Sato et al.
2008/0162927 Al* 7/2008 Wang et al.
2008/0258864 Al* 10/2008 Hattori et al.

2010/0118698 Al 5/2010 Yokobori
2011/0072121 Al* 3/2011 Takasugi et al.

FOREIGN PATENT DOCUMENTS

JP 2007-258986 10/2007
JP 2007-282086 10/2007
JP 2008-177775 7/2008
JP 2009-38588 2/2009

* cited by examiner



US 9,084,113 B2

LIV HORdd | D[4

Sheet 1 of 39

Jul. 14, 2015

U.S. Patent

UHIGINON i
> TI01s
SNLYHYddY »\
TYNINNEL OlavY QYIHL
£-08 (0 ¥ITNNN TNYH)
Z43aNNN
SNLYdYddy | 108 ved
WNINYEL OIQvS ONODIS
o LYIGNNN
e 1018
A
SNLYHVddY ) 1 oy3amnN
WNINYAL Ol0vY 1SHI4 S TS | 1015 AL !
1-0¢
SNLYIYddY
NOILYLS 3SVE 01avy
0z



US 9,084,113 B2

Sheet 2 of 39

Jul. 14, 2015

U.S. Patent

N H3EWNN JNved

14V d0Md ¢ Old
NOTIVOINTRROD vIva
LN MIEANN el
1016 N [ 4
_ —
TTTTTTTo 17 ™ RALVAINARNOD NOTLYOTINTHLAY
V- unl-mw-hwwmnul-ulntulnl ---I-u--a-u-ulnlulnuul._-ﬁunn-ln-uu-unnaznna-n- amERER
4035V NI < NOLLVOINNWIWOD =an 4
viva SvS
WS - viva ] ; o6 3L
N INOWYOINSHING ™~ T NOISSIASNYL
N H38NNN i i Y1V Lo}
L1078 3miL i i 26 IWIL A_moea_%m% ?%wm%%m
: ' NOLLYLNdNOD " i
! 1o = N YIaNNN
e , mmwww_ww - LOTS 3NIL
w%%%@ : s NOILVOINAWINOD ! | N HIAANN 3NV
L o NOILYOILNIHLNY,
vermsmsrxesrrrernssxnnnshinncrarersorhese e rresratsaonnreanntansnnsennsssdunsans T
A%
SNLYHYddY SNLYHYddY SN1VHYddY
TYNIANEL TYNIRRIEL 3 Jovs
0Iavd gNOD3S 0I0vY LS4 zoﬁw@mw& ol
Z-0¢ 1-0g




US 9,084,113 B2

Sheet 3 of 39

Jul. 14, 2015

U.S. Patent

£old
{-00¢t.
f\/
SNLYdVddY
e TYNINESL
— Olavd
SNLvevddy ?
TYNINGIL .
Olavd

£-00¢
TYNIAHEEL A\ |
P o
@lomm.w NOILYLS
» p Nowws
SNlvevddy ; ........ -
IYNINEEL A - —

Oidvd



U.S. Patent Jul. 14, 2015 Sheet 4 of 39 US 9,084,113 B2

FIG.4

360

410



US 9,084,113 B2

Sheet 5 of 39

2015

9

Jul. 14

U.S. Patent

TIME SLOT USED

SNLVLS
NOLLd303y

G
00428 00128 00LZS
/\/, f!/ f\/
NOLLYSI 1A NOLYDI3TA NOLLYDIIN3A
NOSINYANGD NOSIHYNDD NCSIHVANG) 00675
INLL ) _
N INOLLYDINAWINOD 1SY20v0NE) o
4 009¢s Sﬁm/ %mmm/ NOLEVISHO AN NOLDIINIH INY \%wmo
NOLLYHINTD NOILY4INTD) NOLLYYNIS ROLLYHINSD v1¥(
R AT ) R NOLVOLRGHINY | [
NOSISYANOD! : NOSIYdNOD INOSITYdIOD NOILYLS 35v8
........ D D T NG LS NON
............................. NOILE3

.ow&umm,z@z
[oIEENEL]

................. o T o/
........................... QI | ) ISNOdST j{ I ERE
o GIGON ¢ IR
TG O EON

AN
i
m C (woanwy) (WOaNYY) (NOANYY 00ezs
i NOILOTT3 1016 3L | NOILOFTA 1078 nL __Inoio313s 107 e
0028 pozzs 00223
STV TSV HOE
0012S %po& V1S NOLLYOLLNIHLNY
SOLYHYAdY SNLYdYddyY SNy ddY SNV ddY
VNIRRT 01OV GHIHL TYNIEL D107 ONOSTS TYNIRNEL IOV 15y NOLY1S 383 0107
~7 i~ o P
£-008 7-00¢ 1-00¢ o2



US 9,084,113 B2

Sheet 6 of 39

Jul. 14, 2015

U.S. Patent

90

WASHOIHS

3000 INYWWGD

HLONIT

LI

NOLLVZINOHHOINAS

015

p1g

P
gL

—

AR

Lg



US 9,084,113 B2

Sheet 7 of 39

Jul. 14, 2015

U.S. Patent

028

#15

YivdQ
NOLLYWAOINI 3000
o q
WNSHOIHD NOILLYDIALLNIAL ZOMMQOHM\W_MIFD{ 3C00 ANVANOD HLONIT NOLLYZINOSHONAS
NCILYLS I8vE
P

¢es

AY

Cig

clg

Py
pLG



US 9,084,113 B2

Sheet 8 of 39

Jul. 14, 2015

U.S. Patent

2014
e o - VYO NOULYOLNIHINY
i o NOILVLS 35%8
i U 107S IWIL
0 u-g LOTS INIL
- 7 1O7TS INIL
0" FLOTS INIL 78R vIs
L 0 .LOTS INIL NOLLTO3Y
o uydanny | T NOILdIUIENON . \\&\
» E U NOILEOT () NOILd30Td — \
& lﬁu- H T \
: e |0 NolLdZ03M ON — \ \
JE R USROS O f
NOILdI05g-NON ,
¢ ealIN INOILdE03Y (I noaom — /
] B - - - a4 - e e e ] e e e 66 W 0 WS WG W W G 4P W AR A e R e am e aae e ot o 0 o e e e \\\
- NOILETOTENON 7
g m%%ﬁmz NOUdEnay | (Y NoLdaozd o/
L oMIgmNN | T NOILJIOFE-NON P N \
* s NOILd50 {1 NOILdIoTY
« ® @ oS
NOLLYOLNIHI NY
SNLYHYddY SNLVYYdaY SNLVEVddY SNLVHYddY
TUNINETL TYNINN3 TYNINEIL NOILYLS
olavs Q9iHL OIavY ONGD3S Ol0Y¥ 1S4 3SYg 0Iavy
4 —~ I s
£-00% Z-00% [ ~00% 002



US 9,084,113 B2

Sheet 9 of 39

Jul. 14, 2015

U.S. Patent

L0 =000, ¢ VAVA NOSIIVANCD

Ll o4 Qe oo R s}

i

U10Ts JNILL
v-£ 10718 JNIL
¢ 105 JNIL
ELOTS 3L
01098 3L

SNiYLS
NOLLOS TS

6'9Dl14

TOTS INIL U HIgNNN
03103735-NON 1018
TOTS IWIL .
(3L037TISNON .
HgRENRN ¢ HIAGNNN
(3103135-NON 10718
e SEL L HIFINNAN
0310373S-NON 1018
=IO SR 0 HIANNN
(3109138 1018
3 153N0Td 1971S
NOILYOILNAHLNY
SLYEYdSY Srivsyddy
TYNIWEAL NOILYLS
OIQvY 1SMI4 38v4 OI0vN
(008 007~



US 9,084,113 B2

Sheet 10 of 39

Jul. 14, 2015

U.S. Patent

G194
NOLIYDIRIN NOLYOIIA NOLLYDLANIA
NOSINYAIOD NOSIMYAINOD NOSIHYAROD
L0
« @ & oNoIrIEaTY
NOILYLS 35va
L1000, (00100, (0000
¥LY0 NOSIHYAINOD YLV NOSIHYANGD /1v0 NOSINYANOD
H agannN _ NOILZI0 I NON
.............................................................................. 1078 INOILd3DY
. NOIEERER:
. INOILdIDF
L ¢ H3EWNN W NOHJF534-NCH T
TSRS /NGILIORY
| M3GWNN NOITES095NON
1078 /NOILZ303Y
N mm_mmwmsz NOITdI0a9-NON
.................................................................... 107 ‘ NOILZDTY
5 4 @ sooTus
NOLLYOLLNIHINY
SNLYMVAdY SNLYMYddY SNLydvddy SNiVHYddY
TYNINGEL TONINEEL TYNINNIL NOILYIS
QIO QYIHL Olavy GNOJ3S OI0vY LSHid 38v8 OI0vY
£-008 Z-00% | ~00¢ 00z

(1) NOILdZDAM

(0} NOILEADEH ON

Vel I =REN!
{0) NOILJTDIE ON

(1} NOILd=Z03y



US 9,084,113 B2

Sheet 11 of 39

Jul. 14, 2015

U.S. Patent

| SNLYHYAdY TYNINAL |
m OlOvd QiHL |

| SMLveYddY TYNIWKAL
- 0I0vY ONODTS

L SnLvaYddy TUNINEAL |
| Ol 1SH14 m

F1OIH

v

U HHENNN
Lo7s

“
©

e

¢ HIANNN
107s

L 43NN
018

0 28NN
1018

L0718 FiNL




US 9,084,113 B2

Sheet 12 of 39

Jul. 14, 2015

U.S. Patent

[ARIE
NOILO3S
i e, NOLLYYIND YLvO
“. NOLLYOLLNIHLAY
SNLVLS NOLLAIOTY QuyoLNaaln
P
Q&g 09¢
NOLLO3S NOLLAA03
-
ove
NOLLO3S NOLLO3S
INIHIDVRYI JOHLNGD
1075 3L NOLLYDINNNNGD
Py
QE?e
NOILOIS
NOISSINSNYYL
v
(0ée 0ig

002 SNLlvdvddy
NOLLYLS 35vd O10vy



US 9,084,113 B2

Sheet 13 of 39

Jul. 14, 2015

U.S. Patent

ol

£ ol
NOLLOTS NOLLOTS NOLLO3S
RENER N NOLLYHINTD NOLLYOLLNZHLNY
SNLYLS NOLLOF T3S v1¥Q NOSHVANOD NOLLYLS 35v8
b i ?\
ove 0Lg 08t
NOLLOTS
NOLL 20T
0ze
NOLLOTS NOLLO3S
NOLLY3S NOLST138 TOHLNGD INIWIDYNYH
L NOLIVDINNINNOD 1078 il
i~ /
0gg 05¢
NOLLOS
NOISSTASNVEL
0Le 09t

008 'SMLYNYddY TYNIHEL DI



U.S. Patent Jul. 14, 2015 Sheet 14 of 39 US 9,084,113 B2

( STARY }

a5
Ly

A

S3107 DIRECT TRANSMISSION SECTION
TO PERFORM BROADCAST TRANSMISSION
OF AUTHENTICATION START REQUEST

¥

93102 DIRECT TIME SLOT MANAGEMENT SECTION
TO START TIME SLOT MANAGEMENT

A4

DIRECT BASE STATION AUTHENTICATION DATA
53103 GENERATION SECTION TO PERFORM BASE
STATION AUTHENTICATION DATA GENERATION

3
DIRECT TRANSMISSION SECTION TO PERFORM
53104 BROADCAST TRANSMISSION OF AUTHENTICATION
INFORMATION TO WHICH BASE STATION
AUTHENTICATION DATA HAS BEEN ADDED

NO
PROCESSING TERMINATION?
e —

YES

53105

FIG.14



U.S. Patent Jul. 14, 2015

Sheet 15 of 39 US 9,084,113 B2

//COMMAND )
FOR BROADGAST TRANSHISSION

53201

CCMMUNICATION CONTROL
SEGTION?

OF AUTHENTICATION START REQUEST FROM

BROADCAST TRANSMISSION OF

53202 AUTHENTICATION START REGUEST

§3204

53205

OF AUTHENTICATION INFORMATION FROM

w
r//\\\\
" COMMAND

FOR BROADCAST TRANSMISSION

NG

COMMUNICATION CONTROL
SECTION?

BROADGAST TRANSMISSION OF
AUTHENTICATION INFORMATION THAT
INCLUDES BASE STATION
AUTHENTICATION DATA

4

¥

RETURN PRGCESSING TO
53203 [ COMMUNICATION CONTROL
SECTION

FIG.15



U.S. Patent Jul. 14, 2015

{ START )

'y
B

Y

.
NO COMMAND
FOR START OF TIME §L.OT

MANAGEMENT FROM COMMUNICATION

Sheet 16 of 39

US 9,084,113 B2

53301 CONTROL SECTION?
YES
SET TIME SLOT
§3302 NUMBER TO 0
v
PASS TIVE SLOT NUMBER AND
$3303 TIVEE SLOT INTERVAL
TO RECEPTION SECTION,
AND DIRECT RECEPTION
$3304

DEFAULT TIME SLOT NUMBER?

YES

3
RETURN PROCESSING
53306 T0 COMMUNICATION.
CONTRGL SECTION

FIG.16

y

S3305

INCREMENT TiME SLOT
NUMBER BY 1




U.S. Patent

Jul. 14, 2015

( START )

534

»
3

RECEPTION
OF TIME SLOT NUMBER AND

TIME SLOT INTERVAL, AND RECEPTION

CORBMAND, FROM TiME SLOT
MANAGEMENT
SECTION?

/
YES

E

Sheet 17 of 39

US 9,084,113 B2

33402

START TIME MEASUREMENT

53403 il
"’//RECEE‘JED FROM RADIO TERMINAL
T,
YES

")
)

3

53405

$3407

53409

NO U
— TIME SLOT INTERVAL

-
ey

DEFAULT

R !

PASS TIME SLOT NUMBER AND
RECEPTICH NOTIFICATION
TO RECEPTION STATUS
MANAGEMENT SECTION

£
o

NO

DEFAULT NO
\\@i& SL.OT INTERVAL
$3406 7 “

YES

PASS TIME SLOT NUMBER AND
NON-RECEPTION NOTIFICATION
TORECEPTION STATUS
MANAGEMENT SECTION

|

53408

ki

RETURN PROCESSING TO TIME
SLOT MANAGEMENT SECTION

FIG.1T



U.S. Patent

Jul. 14, 2015 Sheet 18 of 39

{ START }

NO
53501

RECERTION
QF TIME SLOT NUMBER AND
NOTIFICATION FROM RECERTION
SECTION?

53502

SET TIME SLOT NUMBERTO 0

53503

”

US 9,084,113 B2

£

. NO

RECEPTION KOTIFICATION?

%

53504

PERFORM LINKED MANAGEMENT OF
TIME SLOT NUMBER AND IDENTIFIER
INDICATING RECEPTION

53506

PERFORM LINKED MANAGEMENT OF
TIME SLOT NUMBER AND IDENTIFIER

INDICATING NON-RECEPTION

83506 <

o |

/\ .

DEFAGLT TIME SLOT NUMBER?

k.

33507

INCREMENT TiME SLOT MUMBER BY ¢

S3508 RETURN PROCESSING
TO REGEPTION SECTION

FIG.18



U.S. Patent

53601 FOR GENERATION OF BASE STATION
UTHENTICATION DATA FROM COMMUNICATION

53602

53603

33604

Jul. 14, 2015 Sheet 19 of 39

US 9,084,113 B2

7 COMMAND

CONTROL SECTION?

ACQUIRE RECEPTION STATUS FROM RECEPTION
STATUS MANAGEMENT SECTION

k

PERFGRM RECEPTION STATUS SCRT
IN ACCORDANCE WITH DEFAULT METHOD, AND
GENERATE BASE STATION AUTHENTICATION DATA

W
" PASS BASE STATION AUTHENTIGATION
DATA TO COMMUNICATION GONTROL SECTION,
AND RETURN PROCESSING
\_TO COMHUNCATION CONTROL SECTION

FIG.19




U.S. Patent Jul. 14, 2015 Sheet 20 of 39 US 9,084,113 B2

( START )

S4101 DIRECT RECEPTION SECTION TO PERFORM
AUTHENTICATION START REQUEST RECEPTION
k
4102 DIRECT TIME $LOT SELEGTION SECTION
TO PERFORM TIME SLOT NUMBER SELECTION
k.
54103 DIRECT TIME SLOT MANAGEMENT SECTION
TO START TIME SLOT MANAGENENT
K
DIRECT COMPARISON DATA GENERATION
54104 SECTION TO PERFORM COMPARISON
DATA GENERATION
k
S4105 DIRECT RECEPTION SEGTION TO PERFORM
AUTHENTIGATION INFOAMATION REGEPTION
DIRECT BASE STATION AUTHENTIGATION
54106 SECTION TO PERFORM BASE STATICH
AUTHENTICATION
NO
S4107 . AUTHERTICATION RESULT 0K?
YES
i Al
S4108 | CONTINUE COMMUNIGATION S4109 | TERMINATE COMMUNIGATION
o NO
54110 PROCESSING RO ¥

F1G.20



U.S. Patent Jul. 14, 2015 Sheet 21 of 39 US 9,084,113 B2

smwm

AUTHENTIGATION START REQUEST NO

RECEPTION FROM COMMUNGATION >_—"‘—‘
GONTROL s&omm?//

YES

-
i

e

54202 AUTHENTIGATION
AAR? REGUEST REGEIVED FROM RADIO
BASE STATION APPARATUS?

54204 GOMMAND

FOR RECEPTION OF AUTHEKTICATION
INFORMATICN FROM COMMUNIGATION
CONTROL SECTIGN?

54205

AUTHENTIGATION
. INFORMATION THAT INCLUDES BASE

STATION AUTHENTICATION DATA RECEIVED
FROM FADIO BASE STATION
APPARATUS?

NO

T YES

of
o

¥

RETURN PROCESSING
54203 {(AND BASE STATION AUTHENTICATION DATA)
TO COMMUNICATION CONTROL SEGTION

FIG.21



U.S. Patent Jul. 14, 2015 Sheet 22 of 39 US 9,084,113 B2

{ START )

A

COMMAND FOR

NO

54301 TIME SLGT SELECTION FRCHK COMMUNICATION
GONTROL SECTION?
54302 SELECT TIME SLOT
3
54303 NOTIFY SELECTION STATUS MANAGEMENT
SECTION OF SELECTED TiME SLOT NUMBER
3
PASS SELEGTED TIME SLOT NUMBER
$4304 TO GOMMUNICATION CONTROL SECTION,

AND RETURN PROCESSING TO
COMMUNICATION CONTROL SECTION

FI1G.22



U.S. Patent Jul. 14, 2015 Sheet 23 of 39 US 9,084,113 B2

s RECEPTION
< OF TIME SLOT NUMBER FROM TIME SLOT
~ SELECTION SECTION?

NO

54401

PERFORM LINKED MANAGEMENT OF
54402 RECEIVED TIME SLOT NUMBER AND
IDENTIFIER INDICATING SELECTION

¥

84403 PERFORM LINKED MANAGEMENT O= TIME SLOT
NUMBER OTHER THAN RECEIVED TIME SLOT HUMBER
AHD [DENTIRER INDICATING NON-SELECTION
¥
RETURN PROGESSING TO TIME SLOT
S4404 ( SELECTION SECTICN )

FIG.23



U.S. Patent

Jul. 14, 2015 Sheet 24 of 39

54502

54503

S4504

S4505

54507 <

REGEPFION
OF TIME SLOT NUMBER AND
COMMAND FOR START OF TIME SLOT
MANAGEMENT, FROM COMMUNICATION
CONTROL SECTION?

SET TIME SLOT NUMBER TO 0

US 9,084,113 B2

RECEIVED TIME SLOT NUMBER?

PASS TIME SLOT INTERVAL TO
TRANSMISSION SEGTION, AND DIRECT
TRANSMISSION SECTION TO TRANSMIT
RESFGNSE TO AUTHENTICATION
START HEQUEST

- DEFAULT TIME SLOT HUMBER?

' YES

4

S4506

INCREMENT TIME SLOT
NUMBER BY 1

RETURN PROCESSING
TO COMMUNICATION
CONTROL SECTION

)

Fi1G.24




U.S. Patent Jul. 14, 2015 Sheet 25 of 39 US 9,084,113 B2

RECEPTION
OF TIME SLOT INTERVAZ\\ NO
AND COMMAND FOR RESPONSE TO

AUTHENTICATION START
REGUEST. FROM TIME SLOT "

\ MANAGEMENT
SECTION?

54601

54602 START TIME MEASUREMENT

b

S4603 TRANSMIT RESPONSE

K

NO

" DEFAULT.
TIVE SL.07
INTERVAL? _

YES

RETURN PROGESSING
S4605 TO TIME SLOT
MANAGEMENT SECTION

54604

FIG.25



U.S. Patent

S4701

S4702

54703

54704

Jul. 14, 2015 Sheet 26 of 39

< START )

.
i

US 9,084,113 B2

) 4

COMMAND FOR

GENERATION OF COMPARISON DATA
FROM COMMUMICATION
CONTROL SECTION?

ACQUIRE SELECTION STATUS
FROM SELECGTION STATUS
MANAGEMENT SECTION

7

PERFORM RECEPTION STATUS SORT IN
ACCORDANCE. WITH DEFAULT METHOD,
AND GENERATE COMPARISON DATA

PASS GENERATED COMPARISCGN
DATA TO COMMUNICATION CONTROL
SECTION, AND RETURN PROCESSING
TO COMMUNICATION CONTROL
SECTION

FI1G.20




U.S. Patent Jul. 14, 2015 Sheet 27 of 39 US 9,084,113 B2

PERFORM AND OF BASE STATION
54802 AUTHENTICATION DATA AND
COMPARISON DATA

DO ABOVE NG
S4803 RESULT AND COMPARISON
DATA MATCH?
YES
/,w
PASS IDENTIFIER INDICATING
LR G ATENTCATION NG O
\;
34804 GOS%%¥$5%AX&ODNR%%E‘;&§OL 54805 ‘SECTION AND RETURN
PROCESSING TO ODROCESSING TO
COMMUNICATION COMMUNIGATION
CONTROL SEGTION CONTRCL SECTION

F1G.27



US 9,084,113 B2

Sheet 28 of 39

Jul. 14, 2015

U.S. Patent

2QBE

-

8¢ D14
|||||||||||||||||||| A
i
!
NOLLOS INIWIDYNYN AOLOTS NOLYHINTD NOILO3S NOLLYOLINZHLAY |
SALYLS NOLLDTIES ¥ 10 NOSIYEED NOILYLS J5vd :
o~ - P m
BOPE OLE 08¢ m
|
|
i
NOTLDZS NOLLAI03 !
i
028 !
m
RENER)
M3 HOONYY NS _Nougzs m
4 NOLIS NG LNIWSDWRYI 1075 3011 m
NOLLOTS

NOILOTTES 1078 Wil 20GE
— {
eQeE |
NOLLOS NOISSHS Ny L |
|
~ ~ |
aLe BOOO _
)

E00E SN 1YY ddY TYNINHEL 0l0vd



US 9,084,113 B2

Sheet 29 of 39

Jul. 14, 2015

U.S. Patent

TAVE

WOSHMDIHD

ATIVA WOUONYY

Q0T GNYINWODO

HLONZT

NOLLYZINOHHONAS

3400

—~—-0t§

Py

vig

o
zlg

e
2158

P
11G




US 9,084,113 B2

Sheet 30 of 39

Jul. 14, 2015

U.S. Patent

0e0I4
r-r— """ """ """ "—""—”—"—— - i
|
f
DY NOLLO3S NOLLYUINED
NOLLO3S INZHADYNVH HOIAGE
SNLVLS NOLLd20R TV ALY m
= !
8052 092 :
m
m
“
NOILOIS NOLLd303Y |
|
e0v¢ m
m
NOILOS
NOLLOS
LNINGOVNYR 1076 T . w
— w
0tge |
f
NOLLO3S NOISSISHY:L !
!
o~ P i
07z 012 !
§

BG07 STLYHYddY NOLLYLS 35Y8 ClOvd



US 9,084,113 B2

Sheet 31 of 39
TIME SLOT USED

14, 2015

Jul.

U.S. Patent

1E°01
00LTS 00LTS 00£2S
NOLLYOLISIA NOLLYOHI3A NOLLYOL3A
NOSRIYdOD NOSIYS0D NOSIYdHOD
, 005ZS
L . Py & —
(NOLLYOINTAECY ZSV0Tv0ug)
o o%mm/ 8@@/ O09ES TG NI VOLINGHITE NOLLYLS 35v8 Ogves
| NOLLYH3NZD NOILYSINID NOLLYSIND NOLLV3NTD
| SALVLS yLYa SIS | 7| vivd SILVAS V140 VLYO NOLLYOLNIHINY | [~ =SIIVIS
| HOLLOZT3S [ | | NOSHYAWOO | || NOLLOTTES | | | NOSIYMOD | | | NOLLOT3S | | | NOSIHYAMOO NOLLY.S 35v8 NOLLGZ0T

QL0 24-NON:
NOL &304

{01303 zoz
NOLLA303d

: p| [NOTLdI0TETON| 7 538y
e | s S| [ieon | o
/D S3EANN | 1075 2AL A\ OLSTOTE-NONY | T a3 an
B WOONYY | (03103735 M /. AHIARON WONYY + 3SNOdSTH HOILd303 WOOHYY
mwmﬁzz ||||;A|||! p 3 mgmwﬁmz 1075 JﬁWH ............................ OLLd303E-HON/ =Ei
Rat (] 00SCS ity | caunamms || FIannN WOOvE 7 mm%%m,w NOLL.d30R HOQNYH
. - : 00ges
WOONYY) (e (HOONY)
4 NOLLOFTS 1075 JiL ) NOLLOFTE8 1078 TWiL . NOUOTIIS 1078 IWL
00es 002CS 00Z2S
001¢S M 1SINO] VLS NOLLYOLNHIAY
_Snlvdvddy SNLy&Yddy SMLYAYddY SNLYEYadY
TWNINHAL OICYY QHIL TYNINRAL OOV ONOCTS YNNI L OIGYH 154l NOLLYLS 5vE Ol0v
~ o~ ~ =
£-200E 22008 I-2008 £00¢




US 9,084,113 B2

Sheet 32 of 39

Jul. 14, 2015

U.S. Patent

¢¢'Old

2 oo g : VLVO NOILYOUNGHINY
) » 7 NOILYLS 38vE

ZEIGNONROONYE © U107 JWIL
0r u-g 1078 INL
FUIANON NOONYY © 71075 TWIL
00 LI018INL
L HIENON OGNV - 01015 3Nl RAICTES
NOLLA0H
%
O dTOIENCN VSR A3 =
R | | ol — /
/)
T ORoLERION —_ /]
)
N3O T _ /
1 ROLLGa03 | woonw | (WNOLd30RY — \
/
IEREREE o
T (0) NOL 4303 ON .m@ »
WOONYY |
O BN ¥ e ‘ "
M..z oLzl | Wookwd | (WNOLAI0R

2 HIEANN U 43N
HOONYY Jw%._zmzz
B % AN
HOONYH e ¢ Jm%.m,%_/
L HIBANR
1078
% HEENNN WAN
v 'wwumomm EHYLS NOLLYOLNIHINY
SMVHYddy SNLydYddy S YHYddY
TYNIAHIL Clave QuiHL TYNIAEL OlavY ONODSS TWNIRHIL QY 154
\/r\ .m\/\ \/s\ ..\J(\
£-E00E 2008 1-200¢ €002

SLvdYddY
NOILYLS 35V ClavY



US 9,084,113 B2

Sheet 33 of 39

Jul. 14, 2015

U.S. Patent

IRYRIIE

O e 000, YAYO NOSIVAROD
00 ULOTS WAL
00 U 1075 L
00 71015 I
9 L1075 INIL
XHIANON WOONYY - 010TS Il
/
T Egmmﬁﬁ|l\\\\ U HIGWOH
(3L0TTIS-NON / \ [0
PG B / ;
| GLOTIS-NON | / .
|||||||||||||||||||||||| I I U
EEEI T \ \ ARG
(3L0TTIS-NOM \\ \ o
LT T | EIIAON
Q2L03135-NON \ 018
VIO T L0TS 3wl | BN L IO
NOONYY | Ci0Tas KONV 018
153ND3Y 1HYIS HOLLYDLINAHINY
SNLyHYddY SN LYHY Y
WNINHL O10YY L Suid HOLLY.S 35¥6 Clavy
\if\\ \.f\\
{-200¢ 2002



U.S. Patent Jul. 14, 2015 Sheet 34 of 39 US 9,084,113 B2

[
¢

&

REGEPTION
OF TIME SLOT HUMBER AND TIME SLOT
INTERVAL, AHD RECEPTION GORIEANE,
FROM TIME SLOT MANAGEMENY
SECTICN?

53407 START TIAE MEASUREMENT

RPN
S3403 " ReCEIVED FROM RADIO TERMINAL NO

S~ APPARATUS? -
1 vEs

-

DEFAULT

DEFAULT '
TIME SLOT INTERVAL

TIME SLOT INTERVAL
? 53406

YES | YES

PASS THIE SLOT HUNBER AND
< i
534075 || oo IMESLOTMEERAD 11 53408 || NON-RECEPTION HOTIFCATION

o s h TG REGEPTION STATUS
STATUS MANAGEMENT SECTION MANAGEMENT SECTION

o

¢
RETURN PROCESSING
T0 COMMUNICATION

53409

FI1G.34



U.S. Patent

Jul. 14, 2015

| S,
| NO RECEPTON ™

L OF THIE SLOT NUMBER AND NOTIFICATION
535011 FROM RECEPTION SECTION?

YES

53502 SET TIME SLOT MUMBER TO 0

Sheet 35 of 39

US 9,084,113 B2

53503a

|

PERFORM LINKED MANAGEMENT OF
TIME SLOT KUMBER AND IDENTIFIER

INDICATING NON-RECEPTION

PERFORM UNKED MANAGEMENT OF
53504a TIME SLOT NUMBER AND 83504
RANDOM VALUE
!
¥

$3506 <\DEFAU§T TIME SLOT NUMBER?

YES
53507

53508 (F;ETURM PROCESSING NTQ

RECEPTION SECTIO 4

FI1G.35

A

INCREMENT TIME SLOT NUMBER BY 1




U.S. Patent Jul. 14, 2015 Sheet 36 of 39 US 9,084,113 B2

™~

GOMMAND FOR
NO
54301 TIME SLOT SELECTION FROM COMMUNICATION
CONTAROL SECTION?
$43024 SELECT T:ME SLOT, AND GENERATE RANDOM
R YALUE FOR EAGH SELECTED TIME SLOT

i

NOTIFY SELECTION STATUS MANAGEMENT
54303a SEGTION OF SELEGTED TIME SLOT HUMBER AND
CORRESPONDING RANDOM VALUE

k

PASS SELECTED TIME SLOT NUMBER
AND GORRESPONDING RANDOM VALUE TO
S543044 COMMUNICATION CONTROL SECTION, AND RETURN
PROCESSING TO COMMURNICATION
CONTROL SECTION

Fi(.36



U.S. Patent Jul. 14, 2015 Sheet 37 of 39 US 9,084,113 B2

{ START }

r

\\
REGEPTION
OF TIME SLOT NUMBER AND
CORRESPONDING RANDOM YALUE FROM
TIME SLOT SELEGTION
SECTION?

y

NO

54401a

PERFORM LINKED MANAGEMENT OF RECEIVED
S4402a TIME SLOT NUMBER AND RANDOM VALUE

A:d

PERFORM LIMKED MANAGEMENT OF TIME SLOT
NUMBER OTHER THAN RECEIVED TIME SLOT NUMBER
AND IDENTIFIER INDICATING NON-SELECTION

54403

S4404 RETURN PROCESSING TO TIME SLOT
SELECTION SECTION

FI1G.37



U.S. Patent Jul. 14, 2015

{ START }

4
S,

\d "

-

NO RECEPTION OF TIME SLOT

MANAGEMENT, FROM COMMUNICATION

S ?
$4501a CONTROL SECTION?

NUMBER AND CORRESPONDING RANDOM
VALUE, AND COMMAND FOR START OF TIME SLOT

Sheet 38 of 39

54502 SET TIME SLOT NUMBER TO 0

US 9,084,113 B2

¥
RECEVED TIME SLCT NUMBER?

et
$4503 <

NO

PASS TIME SLOT INTERVAL AND
RANDOM VALLE CORRESPONDING TO
TIME SLOT NUMBER 7O TRANSMISSION
SECTION, AND DIRECT TRANSMISSION
SECTION TO TRANSMIT RESPONSE 10
AUTHENTICATION START REQUEST

54504a

54505

YES

RETURN PROCESSING
S4507 TC COMMUMNICATION

M. _GONTROL SECTIGN

FI1G.38

.
i
\

DEFAULT TIME SLOT NUMBER?

NO

54506

k

INCREMENT TIME SLOT
HUMBER BY 1

l




U.S. Patent

54601a

34602

54603a

$4604 <Auuﬂmgsuﬁ INTERVAL?

" AND RANDOM VALUE GORRESPONDING TO TIME SLOT ™
NUMBER, AND COMMAND FOR RESPONSE TO

Jul. 14, 2015 Sheet 39 of 39 US 9,084,113 B2

" RECEPTION OF TIVE SLOT INTERVAL

AUTHENTICATION START REQUEST,
FROM TIME SLOT MANAGEMENT .
SECTION?

START TIME MEASUREMENT

h il

TRANSMIT RANDOM VALUE AS RESPONSE

o
T
4

h

NO

YES

RETURN PROGESSING TO TIME SLOT
460
54609 < MANAGEMENT SECTION >

FIG.39



US 9,084,113 B2

1

WIRELESS BASE STATION APPARATUS,
WIRELESS TERMINAL APPARATUS, AND
BASE STATION AUTHENTICATION
METHOD

TECHNICAL FIELD

The present invention relates to a radio base station appa-
ratus, radio terminal apparatus, and base station authentica-
tion method for performing radio communication by means
of time division multiple access. More particularly, the
present invention relates to a radio base station apparatus,
radio terminal apparatus, and base station authentication
method in a radio communication system in which a plurality
of radio terminal apparatuses perform authentication on a
radio base station apparatus.

BACKGROUND ART

Conventionally, in many radio communication systems,
when transmission/reception of important data is performed
between radio communication apparatuses (hereinafter
referred to as “data communication™), authentication is per-
formed to check whether a communicating party is an authen-
tic communicating party.

Authentication between radio communication apparatuses
is based on a procedure comprising two steps: authentication
communication and authentication processing. Authentica-
tion communication is communication in which authentica-
tion information including radio communication apparatus
identification information such as an apparatus ID (identifier)
or password is transmitted and received in order to perform
authentication of a communicating party. Authentication pro-
cessing is processing that confirms the validity of a commu-
nicating party (whether or not that communicating party is an
authentic communicating party) by verifying authentication
information received from that communicating party by
means of authentication communication.

A radio communication apparatus starts data communica-
tion with a communicating party only if that communicating
party has been able to be confirmed to be authentic. By this
means, data communication with a non-authentic communi-
cating party can be prevented, and leakage of information to
a third party can be prevented.

Two points need to be confirmed in order to confirm the
validity of a communicating party.

The first point is whether or not the contents of received
authentication information were created by an authentic radio
communication apparatus. Generally, electronic signature or
electronic authentication technology is widely used in con-
firmation of this point.

The second point is whether or not received authentication
information was created by the communicating party cur-
rently performing authentication communication—that is to
say, whether or not received authentication information is a
result of execution of illegal interception by a third party of
authentication information transmitted by an authentic radio
communication apparatus, and retransmission of that authen-
tication information by that third party. Such an act of imper-
sonation by retransmitting illegally intercepted authentica-
tion information is generally referred to as a “replay attack.”

Generally, challenge/response authentication is widely
used in confirmation of the second point. Challenge/response
authentication is a technology whereby information sent by
means of a replay attack is rejected by using a random value
whose value differs on a time-by-time basis.
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In this technology, first, one radio communication appara-
tus selects a value randomly, for example, and transmits the
selected value to a radio communication apparatus that is an
authentic communication destination. The radio communica-
tion apparatus that receives the random value adds a signature
to the received random value using confidential information
shared in advance, and returns this included in authentication
information.

The radio communication apparatus that receives authen-
tication information confirms the validity of the signature,
and also confirms whether or not the random value included
in the authentication information and the transmitted random
value match. The radio communication apparatus then deter-
mines that the transmitter of the received authentication infor-
mation is an authentic communicating party only if these
values match. By this means, a radio communication appara-
tus can reject a replay attack.

Challenge/response authentication requires transmission
time in order to transmit a random value. On the other hand,
when, for example, an unspecified multitude of radio com-
munication apparatuses that pass through a radio communi-
cation area of a certain radio base station each perform
authentication on a radio communication apparatus, it is
desirable for the authentication processing of each to be per-
formed in as short a time as possible.

Thus, a technology that shortens the authentication pro-
cessing of each radio communication apparatus in a time
division multiple access system (hereinafter referred to as
“TDMA system”) radio communication system is described
in Patent Literature 1, for example. Below, for convenience of
explanation, a radio communication apparatus that performs
authentication is referred to as a “radio terminal apparatus,”
and a radio communication apparatus that is authenticated is
referred to as a “radio base station apparatus.” Also, authen-
tication used by a communication terminal apparatus to
verify that a communicating party is an authentic radio base
station apparatus is referred to as “base station authentica-
tion.”

FIG. 1 is a schematic diagram for explaining a TDMA
system.

As shown in FIG. 1, in a TDMA system, channels on radio
waves of the same frequency undergo time division according
to a concept referred to as a fixed-length frame, and each
frame is further divided according to a concept referred to as
a fixed-length time slot.

Time slots are randomly allocated to plurality of radio
terminal apparatuses 304 through 30-3 each time authentica-
tion communication is started. Each radio terminal apparatus
30 performs communication with radio base station apparatus
20 using an allocated time slot. By this means, a TDMA
system prevents the occurrence of radio wave interference
among plurality of radio terminal apparatuses 30-1 through
30-3, and makes one-to-many individual communication
possible.

Each frame and each time slot is identified by a number
assigned to each. A frame number and time slot number
change with time. A value combining a frame number and
time slot number is a value that differs on a time-by-time
basis. Time slot number selection is performed randomly.
Therefore, a value combining a frame number and time slot
number has randomness.

Thus, the technology described in Patent Literature 1 uses
this combined value as a random value in challenge/response
authentication.

FIG. 2 is a sequence diagram showing the overall operation
of'aradio communication system that uses a time slot number
as a random value.
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As shown in FIG. 2, first, for example, first radio terminal
apparatus 30-1 transmits an authentication request to radio
base station apparatus 20, using a time slot with time slot
number N of a frame with frame number M (S41). Then radio
base station apparatus 20 generates authentication data from
values M and N, using a shared function shared by first radio
terminal apparatus 30-1 in advance (S42), and transmits the
generated authentication data to first radio terminal apparatus
30-1 (S43). In a similar way, first radio terminal apparatus
30-1 generates authentication data from values M and N,
using a shared function shared by first radio terminal appara-
tus 30-1 in advance, and confirms whether or not the gener-
ated authentication data and authentication data received
from the radio base station apparatus match (S44). If the two
data match, first radio terminal apparatus 30-1 starts data
communication with radio base station apparatus 20 (S45).
Then, for example, second radio terminal apparatus 30-2
transmits an authentication request in a similar way in a time
slot with the next time slot number, N+1.

Thus, the technology described in Patent Literature 1 does
not require separate transmission of a random value, and
enables base station authentication to be performed in a
shorter time.

CITATION LIST

Patent Literature

PTL 1
Japanese Patent Application Laid-Open No. 2007-282086
SUMMARY OF INVENTION
Technical Problem

In order for more radio terminal apparatuses to perform
base station authentication within a fixed period of time, it is
necessary to shorten the length of time of a time slot (herein-
after referred to as the time slot length). However, a problem
with the technology described in Patent Literature 1 is that the
time slot length cannot be shortened effectively, and the num-
ber of radio terminal apparatuses that can perform base sta-
tion authentication within a fixed period of time is limited.
The reasons are as follows.

Asis also clear from FIG. 2, authentication communication
requires at least three periods of time: reception time 51 for a
radio base station apparatus to receive an authentication
request, computation time 52 for computing authentication
data, and transmission time 53 for transmitting authentication
data. Therefore, with the technology described in Patent Lit-
erature 1, time slot lengths cannot be shortened to less than a
period of time resulting from adding together these times 51,
52, and 53.

It is therefore an object of the present invention to provide
a radio base station apparatus, radio terminal apparatus, and
base station authentication method that enable more radio
terminal apparatuses to perform base station authentication
within a fixed period of time.

Solution to Problem

A radio base station apparatus of the present invention is a
radio base station apparatus that performs radio communica-
tion with a plurality of radio terminal apparatuses by means of
time division multiple access, and has: a response informa-
tion reception section that receives response information indi-
cating that base station authentication is to be started from the
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radio terminal apparatus; a base station authentication data
generation section that generates base station authentication
data summarizing information indicating whether or not the
response information has been received for each time slot;
and a base station authentication data transmission section
that transmits the generated base station authentication data
to the radio terminal apparatus.

A radio terminal apparatus of the present invention is one
of a plurality of radio terminal apparatuses that perform com-
munication with a radio base station apparatus by means of
time division multiple access, and has: a time slot selection
section that selects a time slot; a response information trans-
mission section that transmits response information indicat-
ing that base station authentication is to be started to the radio
base station apparatus, using the selected time slot; a base
station authentication data reception section that receives
base station authentication data in correspondence to the
transmitted response information; and a base station authen-
tication section that performs base station authentication for a
transmitter of the base station authentication data, based on
whether or not the received, base station authentication data
indicates that the response information was received in the
selected time slot.

A base station authentication method of the present inven-
tion is a base station authentication method implemented
between a radio base station apparatus and a plurality of radio
terminal apparatuses that perform radio communication with
this radio base station by means of time division multiple
access, and has: a step of the radio terminal apparatus select-
ing a time slot, and transmitting response information indi-
cating that base station authentication is to be started to the
radio base station apparatus, using the selected time slot; a
step of the radio base station apparatus generating base sta-
tion authentication data summarizing for a plurality of time
slots information indicating whether or not the response
information has been received for each time slot, and trans-
mitting the generated base station authentication data to the
radio base station apparatus; and a step of the radio terminal
apparatus performing base station authentication for a trans-
mitter of the base station authentication data, based on
whether or not the received base station authentication data
indicates that the response information was received in the
selected time slot.

Advantageous Effects of Invention

The present invention enables more radio terminal appara-
tuses to perform base station authentication within a fixed
period of time by aggregating processing for each radio ter-
minal apparatus.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is a schematic diagram for explaining a TDMA
system,

FIG. 2 is a sequence diagram showing the overall operation
of a radio communication system that uses current technol-
ogy;

FIG. 3 is a schematic configuration diagram showing an
example of the configuration of a radio communication sys-
tem according to Embodiment 1 of the present invention;

FIG. 4 is a schematic diagram showing an example of an
environment in which a radio communication system accord-
ing to Embodiment 1 is applied;

FIG. 5 is a sequence diagram showing an example of the
overall operation of a radio communication system according
to Embodiment 1;
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FIG. 6 is a drawing showing an example of the data con-
figuration of an authentication start request and response in
Embodiment 1;

FIG. 7 is a drawing showing an example of the data con-
figuration of authentication information including base sta-
tion authentication data in Embodiment 1;

FIG. 8 is a schematic diagram showing an example of a
data generation rule for base station authentication data in
Embodiment 1;

FIG. 9 is a schematic diagram showing an example of a
data generation rule for comparison data in Embodiment 1;

FIG. 10 is a schematic diagram showing an example of the
relationship between base station authentication data and
comparison data in Embodiment 1;

FIG. 11 is a schematic diagram showing an example of the
nature of time slot number duplicate selection according to
Embodiment 1;

FIG. 12 is a block diagram showing an example of the
configuration of a radio base station apparatus according to
Embodiment 1;

FIG. 13 is a block diagram showing an example of the
configuration of a radio terminal apparatus according to
Embodiment 1;

FIG. 14 is a flowchart showing an example of the operation
of a communication control section of a radio base station
apparatus according to Embodiment 1;

FIG. 15 is a flowchart showing an example of the operation
of a transmission section of a radio base station apparatus
according to Embodiment 1;

FIG. 16 is a flowchart showing an example of the operation
of a time slot management section of a radio base station
apparatus according to Embodiment 1;

FIG. 17 is a flowchart showing an example of the operation
of'a reception section of a radio base station apparatus accord-
ing to Embodiment 1;

FIG. 18 is a flowchart showing an example of the operation
of a reception status management section of a radio base
station apparatus according to Embodiment 1;

FIG. 19 is a flowchart showing an example of the operation
of a base station authentication data generation section of a
radio base station apparatus according to Embodiment 1;

FIG. 20 is a flowchart showing an example of the operation
of'a communication control section of a radio terminal appa-
ratus according to Embodiment 1;

FIG. 21 is a flowchart showing an example of the operation
of'a reception section of a radio terminal apparatus according
to Embodiment 1;

FIG. 22 is a flowchart showing an example of the operation
of a time slot selection section of a radio terminal apparatus
according to Embodiment 1;

FIG. 23 is a flowchart showing an example of the operation
of a selection status management section of a radio terminal
apparatus according to Embodiment 1;

FIG. 24 is a flowchart showing an example of the operation
of a time slot management section of a radio terminal appa-
ratus according to Embodiment 1;

FIG. 25 is a flowchart showing an example of the operation
of a transmission section of a radio terminal apparatus
according to Embodiment 1;

FIG. 26 is a flowchart showing an example of the operation
of' a comparison data generation section of a radio terminal
apparatus according to Embodiment 1;

FIG. 27 is a flowchart showing an example of the operation
of a base station authentication section of a radio terminal
apparatus according to Embodiment 1;
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FIG. 28 is a block diagram showing an example of the
configuration of a radio base station apparatus according to
Embodiment 2 of the present invention;

FIG. 29 is a drawing showing an example of the data
configuration of a response in which a random value is
embedded in Embodiment 2;

FIG. 30 is a block diagram showing an example of the
configuration of a radio base station apparatus according to
Embodiment 2;

FIG. 31 is a sequence diagram showing an example of the
overall operation of a radio communication system according
to Embodiment 2;

FIG. 32 is a schematic diagram showing an example of a
data generation rule for base station authentication data in
Embodiment 2;

FIG. 33 is a schematic diagram showing an example of a
data generation rule for comparison data used by a radio
terminal apparatus in Embodiment 2;

FIG. 34 is a flowchart showing an example of the operation
of'areception section of a radio base station apparatus accord-
ing to Embodiment 2;

FIG. 35 is a flowchart showing an example of the operation
of a reception status management section of a radio base
station apparatus according to Embodiment 2;

FIG. 36 is a flowchart showing an example of the operation
of a time slot selection section of a radio terminal apparatus
according to Embodiment 2;

FIG. 37 is a flowchart showing an example of the operation
of a selection status management section of a radio terminal
apparatus according to Embodiment 2;

FIG. 38 is a flowchart showing an example of the operation
of a time slot management section of a radio terminal appa-
ratus according to Embodiment 2; and

FIG. 39 is a flowchart showing an example of the operation
of a transmission section of a radio terminal apparatus
according to Embodiment 2.

DESCRIPTION OF EMBODIMENTS

Now, embodiments of the present invention will be
described in detail with reference to the accompanying draw-
ings. The present invention is in no way limited to the embodi-
ments described below, and may be implemented in various
modes without departing from the scope of the present inven-
tion.

Embodiment 1

FIG. 3 is a schematic configuration diagram showing an
example of the configuration of a radio communication sys-
tem according to Embodiment 1 of the present invention.

In FIG. 3, radio communication system 100 according to
this embodiment has radio base station apparatus 200, and
first through third radio terminal apparatuses 300-1 through
300-3 located in the communication area of radio base station
apparatus 200. First through third radio terminal apparatuses
300-1 through 300-3 have the same configuration. For con-
venience, first through third radio terminal apparatuses 300-1
through 300-3 are described below using radio terminal appa-
ratus 300 as a generic term.

Radio base station apparatus 200 performs radio commu-
nication with first through third radio terminal apparatuses
300-1 through 300-3 by means of a TDMA system.

FIG. 4 is a schematic diagram showing an example of an
environment in which radio communication system 100 is
applied.
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As shown in FIG. 4, an unspecified multitude of pedestri-
ans 410 who pass through communication area 400 of radio
base station apparatus 200 each carry radio terminal appara-
tus 300. Radio terminal apparatus 300 is, for example, an
active tag, which is one kind of RFID (radio frequency iden-
tification). Radio base station apparatus 200 is, for example,
an active tag reader/writer.

The number of radio terminal apparatuses 300 simulta-
neously located within communication area 400 varies. For
example, when fourth radio terminal apparatus 300-4 moves
into the communication area, as shown in FIG. 3, radio base
station apparatus 200 performs radio communication by
means of a TDMA system with fourth radio terminal appa-
ratus 300-4 as well.

Specifically, radio communication system 100 is applied to
a child monitoring service, for example. An example of a
child monitoring service is a service whereby, when children
pass through a school gate, when and/or whether a child
arrives at or leaves school is detected, and a teacher or guard-
ian is notified in the event of an abnormality. In this case, radio
base station apparatus 200 is installed at the school gate, and
radio terminal apparatuses 300 are carried by the children. At
school arrival and leaving times, a large number of children
are expected to pass by in a short period of time.

Also, radio communication system 100 is applied to a
vehicle proximity notification service, for example. An
example of a vehicle proximity notification service is a ser-
vice that detects a pedestrian walking near a corner that is
liable to be a blind spot for a vehicle, and notifies nearby
vehicles. In this case, radio base station apparatus 200 is
installed at a corner, and radio terminal apparatus 300 is
carried by a pedestrian.

Radio terminal apparatus 300 performs individual data
communication with radio base station apparatus 200 using a
time slot allocated to that radio terminal apparatus 300. A user
carrying a radio terminal apparatus receives services such as
a communication record and information provision by means
of this individual data communication.

However, which radio terminal apparatus 300 will pass
through communication area 400 when cannot be identified
in advance. Therefore, it is difficult to allocate time slots to
radio terminal apparatuses 300 in advance.

Thus, in this embodiment, radio terminal apparatus 300
randomly selects a time slot to be used for communication,
and notifies radio base station apparatus 200 of which time
slot has been selected, using the selected time slot.

Time slot identification is performed using a time slot
number. Time slot synchronization is performed, for
example, by having radio base station apparatus 200 notify
each radio terminal apparatus 300 of a frame start position by
transmission of an authentication start request described later
herein.

In order to determine whether a communicating party with
which it is about to start data communication is a valid com-
municating party (here, radio base station apparatus 200),
each radio terminal apparatus 300 performs base station
authentication on the communicating party prior to data com-
munication.

In this authentication, each radio terminal apparatus 300
confirms that received authentication information is not from
areplay attack. The reason for this is that there is a possibility
of a third party attempting to start data communication with
radio terminal apparatus 300 illegally by impersonating radio
base station apparatus 200.

Radio communication system 100 according to this
embodiment makes it possible for more radio terminal appa-
ratuses 300 to perform base station authentication within a
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fixed period oftime by performing base station authentication
with different contents from conventional base station
authentication. The following description will focus on areas
of the configuration and operation of radio communication
system 100 that relate to base station authentication.

Here, it is assumed that information used on a shared basis
between radio base station apparatus 200 and radio terminal
apparatus 300 (hereinafter referred to as “shared informa-
tion”) is already set in each apparatus when shipped. Shared
information includes the radio data format and command
code, and a data generation rule for generating base station
authentication data, described later herein, as well as a data
generation rule for generating comparison data described
later herein, the number of slots, the slot interval, and so forth.

Provision may also be made for this shared information to
be transmitted from radio base station apparatus 200 to radio
terminal apparatus 300 each time base station authentication
is performed. For example, radio base station apparatus 200
adds shared information to an authentication start request or
base station authentication data, and radio terminal apparatus
300 acquires shared information from a transmitted authen-
tication start request or base station authentication data.

First, a general description of the overall operation of radio
communication system 100 will be given with reference to
FIG. 5 through FIG. 11.

FIG. 5 is a sequence diagram showing an example of the
overall operation of radio communication system 100.

First, radio base station apparatus 200 periodically per-
forms broadcast transmission at predetermined intervals of an
authentication start request, which is a command to start
authentication communication, to radio terminal apparatuses
300 located in communication area 400 (S2100). Here, it is
assumed that base station authentication described later
herein is executed each time radio terminal apparatus 300
receives an authentication start request.

It is desirable for the above predetermined interval to be of
a length that is within the duration of passage through the
communication area by radio terminal apparatus 300. This
duration of passage through the communication area can be
calculated from the size of communication area 400 and the
average speed of movement of a user carrying radio terminal
apparatus 300. Also, it is desirable for the above predeter-
mined interval to be of a length that includes a time slot for
base station authentication and a time slot for data commu-
nication.

Broadcast transmission to radio terminal apparatuses 300
located within communication area 400 is referred to below
simply as “broadcast transmission.” Here, it is assumed that
first through third radio terminal apparatuses 300-1 through
300-3 are radio terminal apparatuses present within commu-
nication area 400 such as shown in FIG. 4.

Having received an authentication start request, first
through third radio terminal apparatuses 300-1 through 300-3
each randomly select at least one time slot, for example, in
response to the received authentication start request (S2200).

Then first through third radio terminal apparatuses 300-1
through 300-3 transmit a response indicating that base station
authentication is to be started to radio base station apparatus
200, using their selected time slots (S2300).

The configuration of an authentication start request trans-
mitted by radio base station apparatus 200, and a response
returned by radio terminal apparatus 300 in response to this
authentication start request, will now be described.

FIG. 6 is a drawing showing an example of the data con-
figuration of an authentication start request and response.

As shown in FIG. 6, radio data 510 comprises synchroni-
zation code 511, length 512, command code 513, and check-
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sum 514, arranged in that order. Synchronization code 511
contains a predetermined code indicating the start of radio
data. Length 512 contains the length of the following data
(here, the total length of command code 513 and checksum
514) as a byte length, for example. Command code 513 con-
tains a command code indicating the type of that radio data.
Checksum 514 contains an error detection code for that radio
data.

Radio base station apparatus 200 enters a predetermined
command code indicating that that radio data 510 is an
authentication start request in command code 513, and gen-
erates authentication start request radio data. Radio terminal
apparatus 300 detects the start of radio data based on synchro-
nization code 511, and extracts command code 513 and
checksum 514 based on Length 512. Then, when the above
predetermined command code has been entered in command
code 513, radio terminal apparatus 300 determines that that
radio data 510 is an authentication start request. In addition,
radio terminal apparatus 300 deter mines whether or not there
is an error in that radio data 510 based on checksum 514.

Radio terminal apparatus 300 enters a predetermined com-
mand code (ACKnowledgement: ACK) in command code
513, and generates response radio data. This predetermined
command code is information indicating that that radio data
510 is a response to an authentication start request. Radio
base station apparatus 200 detects the start ofradio data based
on synchronization code 511, and extracts command code
513 and checksum 514 based on Length 512. Then, when the
above predetermined command code has been entered in
command code 513, radio base station apparatus 200 deter-
mines that that radio data 510 is a response. In addition, radio
base station apparatus 200 determines whether or not there is
an error in that radio data 510 based on checksum 514.

Radio base station apparatus 200 receives responses from
first through third radio terminal apparatuses 300-1 through
300-3. Then radio base station apparatus 200 generates base
station authentication data based on a reception status indi-
cating whether or not there is reception for each time slot
(82400 in FIG. 5). Base station authentication data is data
summarizing, for a plurality of time slots, information indi-
cating whether or not there has been a response to an authen-
tication start request for each time slot. Details of base station
authentication data will be given later herein.

Then radio base station apparatus 200 performs broadcast
transmission of authentication information to first through
third radio terminal apparatuses 300-1 through 300-3
(S2500). Authentication information includes base station
authentication data generated by radio base station apparatus
200, and identification information such as an apparatus ID or
password.

Authentication information is transmitted and received
stored in radio data with the same kind of format as an authen-
tication start request and response.

FIG. 7 is a drawing showing an example of the data con-
figuration of authentication information including base sta-
tion authentication data. FIG. 7 corresponds to FIG. 6, and
parts in FIG. 7 identical to those in FIG. 6 are assigned the
same reference codes as in FIG. 6.

As shown in FIG. 7, authentication information radio data
520 comprises synchronization code 511, length 512, com-
mand code 513, base station authentication data 521, identi-
fication information 522, and checksum 514, arranged in that
order. Length 512 here contains the total length of command
code 513, base station authentication data 521, identification
information 522, and checksum 514.

Radio base station apparatus 200 enters a predetermined
command code indicating that that radio data 520 is authen-
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tication information in command code 513, and generates
authentication information radio data 520. When the above
predetermined command code has been entered in command
code 513, radio terminal apparatus 300 extracts base station
authentication data 521 and identification information 522.
Checksum 514 may also be an electronic signature.

Radio base station apparatus 200 performs transmission of
authentication information including base station authentica-
tion data by generating and transmitting such radio data 520.

On the other hand, first through third radio terminal appa-
ratuses 300-1 through 300-3 each generate comparison data
based on which time slots they have selected (S2600 in FIG.
5). Comparison data is data associating an identifier indicat-
ing selection or non-selection with each of the time slots.
Details of comparison data will be given later herein.

Then first through third radio terminal apparatuses 300-1
through 300-3 perform base station authentication based on
base station authentication data included in identification
information received from radio base station apparatus 200,
and generated comparison data (S2700). Specifically, first
through third radio terminal apparatuses 300-1 through 300-3
compare base station authentication data with comparison
data, and determine whether or not these data match. A state
in which base station authentication data and comparison data
match is a state in which all selected time slots indicated by
comparison data are included in time slots for which base
station authentication data indicates that there has been a
response. Details of determination of a match between base
station authentication data and comparison data will be given
later herein.

If base station authentication data and comparison data
match, first through third radio terminal apparatuses 300-1
through 300-3 determine that the transmitter of authentica-
tion information is an authentic communicating party (here,
radio base station apparatus 200), continue communication,
and perform data communication. Specifically, radio terminal
apparatus 300 transmits a notification of the success of base
station authentication to radio base station apparatus 200.
Also, radio terminal apparatus 300 performs data communi-
cation with radio base station apparatus 200 using a data
communication time slot placed after a base station authen-
tication time slot.

On the other hand, if base station authentication data and
comparison data do not match, first through third radio ter-
minal apparatuses 300-1 through 300-3 determine that the
transmitter of authentication information is not an authentic
communicating party (but, for example, a radio terminal
apparatus performing a replay attack), and do not perform
data communication.

It is desirable for radio base station apparatus 200 to add a
signature to authentication information, as described above,
with the object of preventing tampering with transmitted
authentication information. In this case, in the base station
authentication process radio terminal apparatus 300 performs
verification of whether or not an authentic signature has been
added to authentication information.

FIG. 8 is a schematic diagram showing an example of a
data generation rule for generation of base station authenti-
cation data by radio base station apparatus 200.

Here, the number of the last time slot of a frame used in
base station authentication (hereinafter referred to as “default
time slot number”) is assumed to be “n”. Also, first through
third radio terminal apparatuses 300-1 through 300-3 are
assumed to have selected time slots with time slot numbers
“07, “2”, and “n”, respectively. Furthermore, radio base sta-
tion apparatus 200 uses “1” as an identifier indicating that a
time slot is one for which there is a response from radio
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terminal apparatus 300, and uses “0” as an identifier indicat-
ing that a time slot is one for which there is no response.

In this case, radio base station apparatus 200 holds infor-
mation denoting the value of identifiers corresponding to time
slot numbers “0”, “2”, and “n” for which there is reception as
“17, and denoting the value of identifiers corresponding to all
other time slot numbers as “0”, as a reception status. That is to
say, a reception status is information indicating whether or
not there is a response for each time slot.

Here, it is assumed that the contents of a data generation
rule for base station authentication data comprise above iden-
tifiers indicating whether or not there is a response, arranged
in ascending time slot number order. In this case, base station
authentication data generated by radio base station apparatus
2001is“1,0,1,0,...,17, as in the example shown in FIG. 8.

On the other hand, in FIG. 5, first through third radio
terminal apparatuses 300-1 through 300-3 each generate
comparison data based on a selection status denoting whether
or not there is selection for each time slot (S2400).

FIG. 9 is a schematic diagram showing an example of a
data generation rule for generation of comparison data by
radio terminal apparatus 300. Here, an outline of comparison
data generation by first radio terminal apparatus 300-1 is
illustrated.

As explained above, first radio terminal apparatus 300-1
has selected time slot number “0”. Here, an identifier indicat-
ing that a time slot is one that has been selected (for which
there has been a response) is assumed to be “1”, and an
identifier indicating that a time slot is one that has not been
selected (for which there has not been a response) is assumed
to be “0”. In this case, as shown in F1G. 9, the selection status
of'time slots in first radio terminal apparatus 300-1 is that the
identifier value corresponding to time slot number “0” is “17,
and the identifier value corresponding to other time slot num-
bers is “0”.

In this embodiment, it is assumed that the contents ofa data
generation rule for comparison data comprise above identifi-
ers indicating whether or not there is selection, arranged in
ascending time slot number order, the same as the data gen-
eration rule for base station authentication data. In this case,
comparison data generated by radio base station apparatus
2001s“1,0,0,0,...,07, as in the example shown in FIG. 9.

FIG. 10 is a schematic diagram showing the relationship
between base station authentication data and comparison data
in radio terminal apparatuses 300 in the examples shown in
FIG. 8 and FIG. 9.

Base station authentication data generated by radio termi-
nal apparatus 300is “1,0, 1,0, ..., 17, while comparison data
generated by first through third radio terminal apparatuses
300-1 through 300-3 is, in order, “1,0, 0,0, ...,07,“0,0, 1,
0,...,07,and“0,0,0,0,...,1"

That is to say, in a bit pattern configuring base station
authentication data, a bit position with a value of “1” in any of
the plurality of comparison data has a value of “1”. This is
because presence or absence of response transmission/recep-
tion and a time slot for which response transmission/recep-
tion has been performed match between radio base station
apparatus 200 and radio terminal apparatuses 300, and also
because a data generation rule for base station authentication
data and a data generation rule for comparison data have the
same contents—namely, arrangement of identifiers in
ascending time slot number order.

The fact that, in a bit pattern configuring base station
authentication data, a bit position with a value of “1” in any of
the plurality of comparison data has a value of “1”, is also the
same in a case in which one radio terminal apparatus 300 uses
a plurality of time slot numbers. That is to say, the same also
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applies to a case in which radio terminal apparatus 300 selects
a plurality of time slots to perform response transmission.

The fact that, in base station authentication data, a bit
position for which the comparison data value is “1” has a
value of “17, indicates that base station authentication data
and comparison data match. Such matching of base station
authentication data and comparison data can be implemented,
for example, by determining whether or not the result of
ANDing base station authentication data and comparison
data matches comparison data.

Which time slot number is used to give a response is
selected randomly, as described above. By this means, base
station authentication data and comparison data have a high
degree of randomness.

Since time slot number selection is performed indepen-
dently by each radio terminal apparatus 300, a plurality of
radio terminal apparatuses 300 may select the same time slot
number. FIG. 11 is a schematic diagram showing an example
ofhow a plurality of radio terminal apparatuses 300 select the
same time slot number.

However, this possibility of duplicate time slot number
selection further improves the reliability of base station
authentication. This is because duplication of a selected time
slot number occurs randomly, and the number of bits with a
value of “1” in base station authentication data varies within
the range of the number of radio terminal apparatuses 300 that
transmit a response.

Each radio terminal apparatus 300 performs carrier sensing
in a selected time slot prior to response transmission. It is
desirable for a radio terminal apparatus 300 that detects that
another radio terminal apparatus 300 is giving a response first
in a selected time slot to perform processing as having trans-
mitted a response without actually transmitting a response.
By this means, even in the event of duplicate time slot number
selection, a collision can be prevented, and base station
authentication can be performed in the same way as in the
case of non-duplicate selection. When actual data communi-
cation is performed after base station authentication, adjust-
ment of the time slot used is performed once again so that
there is no duplication.

Due to the mechanics ofthe present invention, it is possible
that the reliability of base station authentication may decrease
when there are many bits with a value of “1” in base station
authentication data. For example, when base station authen-
tication data is generated in which all bits have a value of “1”,
if a replay attack is performed using this base station authen-
tication data, base station authentication will be successful for
all radio terminal apparatuses 300.

To prevent such a scenario, it is desirable for radio base
station apparatus 200 to monitor the total number of bits with
a value of “1” when generating base station authentication
data. In this case, if the total number of bits with a value of
“1”—that is, the number of time slots for which a response is
received—exceeds a predetermined threshold value, radio
base station apparatus 200 stops processing without transmit-
ting base station authentication data, and transmits an authen-
tication start request again after a predetermined interval. At
this time, radio base station apparatus 200 may also update
the number of slots before transmitting an authentication start
request.

In order to show the superiority of radio communication
system 100 according to this embodiment, the sequence dia-
gram of this embodiment shown in FIG. 5 will now be com-
pared with the sequence diagram of a conventional radio
communication system shown in FIG. 2.

In a conventional radio communication system, base sta-
tion authentication data generation and transmission must be
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completed for each time slot. Also, if three radio terminal
apparatuses are located within the communication area of a
radio base station apparatus, for example, base station
authentication data generation and transmission are per-
formed at least three times each.

In contrast, in this embodiment, although three radio ter-
minal apparatuses 300-1 through 300-3 are located within
communication area 400 shown in FIG. 4, base station
authentication data generation and transmission need only be
performed at least once each.

That is to say, radio communication system 100 according
to this embodiment can shorten the length of each time slot by
the time required for base station authentication data genera-
tion and transmission. On the other band, radio communica-
tion system 100 according to this embodiment needs the time
required for authentication start request transmission, base
station authentication data generation, and base station
authentication data transmission, separately from a time slot
used for a response to an authentication start request. How-
ever, since these are all performed once each, this additional
time can be kept to less than the total reduction in time. Also,
when addition of a signature to base station authentication
data is performed, signature addition need only be performed
once.

Therefore, radio communication system 100 according to
this embodiment enables the number of time slots that can be
placed for a fixed period of time to be increased, and enables
more radio terminal apparatuses 300 to perform base station
authentication within a fixed period of time.

The configuration and operation of each apparatus will
now be described.

FIG. 12 is a block diagram showing an example of the
configuration of radio base station apparatus 200.

In FIG. 12, radio base station apparatus 200 has commu-
nication control section 210, transmission section 220, time
slot management section 230, reception section 240, recep-
tion status management section 250, and base station authen-
tication data generation section 260.

Communication control section 210 controls the overall
operation of radio base station apparatus 200. Transmission
section 220, time slot management section 230, reception
section 240, and base station authentication data generation
section 260 are connected to communication control section
210.

Transmission section 220 generates an authentication start
request, and performs broadcast transmission of the gener-
ated authentication start request. Transmission section 220
also performs broadcast transmission of authentication infor-
mation that includes base station authentication data gener-
ated by base station authentication data generation section
260.

Time slot management section 230 holds a default slot
number and default time slot interval (time slot length) in
advance. Time slot management section 230 is connected to
transmission section 220 and reception section 240. After
transmission section 220 performs broadcast transmission of
an authentication start request, at least, time slot management
section 230 manages time slots shared by radio terminal
apparatuses 300 located within communication area 400.

Reception section 240 receives a response to an authenti-
cation start request, transmitted from each radio terminal
apparatus 300, for each time slot, and notifies reception status
management section 250 of whether or not there is a response
for each received time slot. Transmission of this response by
each radio terminal apparatus 300 is performed using a time
slot selected by that radio terminal apparatus 300.
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Reception status management section 250 is connected to
reception section 240. Reception status management section
250 manages a reception status indicating whether or not
there is a response for each time slot in reception section 240.

Base station authentication data generation section 260
holds in advance a data generation rule for base station
authentication data. Base station authentication data genera-
tion section 260 is connected to reception status management
section 250. Base station authentication data generation sec-
tion 260 generates base station authentication data in accor-
dance with a held data generation rule, based on a reception
status managed by reception status management section 250.

Radio base station apparatus 200 has, for example, a CPU
(central processing unit), a storage medium such as ROM
(read only memory) that stores a control program, working
memory such as RAM (random access memory), and so
forth. In this case, the functions of the above sections are
implemented by execution of the control program by the
CPU.

FIG. 13 is a block diagram showing an example of the
configuration of radio terminal apparatus 300.

In FIG. 13, radio terminal apparatus 300 has communica-
tion control section 310, reception section 320, time slot
selection section 330, selection status management section
340, time slot management section 350, transmission section
360, comparison data generation section 370, and base station
authentication section 380.

Communication control section 310 controls the overall
operation of radio terminal apparatus 300. Reception section
320, time slot selection section 330, time slot management
section 350, transmission section 360, comparison data gen-
eration section 370, and base station authentication section
380 are connected to communication control section 310.

Reception section 320 receives an authentication start
request, and authentication information including base sta-
tion authentication data, transmitted from radio base station
apparatus 200.

Time slot selection section 330 randomly selects a time slot
to be used for a response to an authentication start request
from among the time slots managed by time slot management
section 350.

Selection status management section 340 is connected to
time slot selection section 330. Selection status management
section 340 manages a selection status indicating whether or
not there is selection for each time slot in time slot selection
section 330.

Time slot management section 350 holds a default slot
number and default time slot interval (time slot length) in
advance. Time slot management section 350 is connected to
reception section 320 and transmission section 360. After
time slot selection section 330 selects a time slot, at least, time
slot management section 350 manages time slots shared with
radio base station apparatus 200.

Transmission section 360 transmits a response to an
authentication start request to radio base station apparatus
200, using a time slot selected by time slot selection section
330.

Comparison data generation section 370 holds in advance
a data generation rule for comparison data. Comparison data
generation section 370 is connected to selection status man-
agement section 340. Comparison data generation section
370 generates comparison data in accordance with a data
generation rule held in advance, based on a selection status
managed by selection status management section 340.

Base station authentication section 380 performs base sta-
tion authentication based on whether or not received base
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station authentication data and comparison data generated by
comparison data generation section 370 match.

Radio base station apparatus 200 has, for example, a CPU,
a storage medium such as ROM that stores a control program,
working memory such as RAM, and so forth. In this case, the
functions of the above sections are implemented by execution
of the control program by the CPU.

The operation of each section of radio base station appa-
ratus 200 and each section of radio terminal apparatus 300
will now be described in detail. Operation of radio base sta-
tion apparatus 200 and radio terminal apparatus 300 as illus-
trated in FIG. 5 through FIG. 11 is implemented, for example,
by having the sections configuring these apparatuses perform
the operations described below.

First, the operation of each section of radio base station
apparatus 200 will be described.

FIG. 14 is a flowchart showing an example of the operation
of communication control section 210 of radio base station
apparatus 200.

First, communication control section 210 directs transmis-
sion section 220 to perform broadcast transmission of an
authentication start request (S3101), after which processing
is returned from transmission section 220. Communication
control section 210 performs time management, and, for
example, directs transmission section 220 to perform broad-
cast transmission of an authentication start request at arbi-
trary time intervals. Next, communication control section 210
directs time slot management section 230 to start time slot
management (S3102). Then, when processing is returned
from time slot management section 230, communication con-
trol section 210 directs base station authentication data gen-
eration section 260 to perform base station authentication
data generation (S3103).

Then, when processing is returned together with base sta-
tion authentication data from base station authentication data
generation section 260, communication control section 210
passes base station authentication data to transmission sec-
tion 220, and directs transmission section 220 to perform
broadcast transmission of authentication information that
includes the base station authentication data (S3104). Then
communication control section 210 determines whether or
not termination of processing relating to base station authen-
tication has been directed by means of an operator operation
or the like, and if termination has not been directed, repeats
the above processing (S3105).

FIG. 15 is a flowchart showing an example of the operation
of transmission section 220 of radio base station apparatus
200.

Transmission section 220 receives a command for broad-
cast transmission of an authentication start request from com-
munication control section 210, performs broadcast transmis-
sion of an authentication start request (S3201) each time a
command is received (S3201: YES), and when transmission
is completed, returns processing to communication control
section 210 (S3203). Transmission section 220 also receives
a command for broadcast transmission of authentication
information that includes base station authentication data
from communication control section 210. Each time a com-
mand is received (S3204: YES), transmission section 220
performs broadcast transmission of authentication informa-
tion that includes base station authentication data (S3205),
and when transmission is completed, returns processing to
communication control section 210 (S3203).

FIG. 16 is a flowchart showing an example of the operation
of time slot management section 230 of radio base station
apparatus 200.
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Time slot management section 230 receives a command for
the start of time slot management from communication con-
trol section 210, and performs time slot management (S3302
through S3305) each time a command is received (S3301:
YES).

More specifically, time slot management section 230 first
sets the time slot number to initial value “0” (S3302). Next,
time slot management section 230 increments the time slot
number until the time slot number reaches a default time slot
number, based on a default time slot interval (S3305). During
this time, time slot management section 230 passes each time
slot number and the default time slot interval to reception
section 240, and directs response reception (S3303 through
S3305).

Then, when the incremented time slot number reaches
default time slot number n (S3304: YES), time slot manage-
ment section 230 returns processing to communication con-
trol section 210 (S3306).

FIG. 17 is a flowchart showing an example of the operation
of reception section 240 of radio base station apparatus 200.

Reception section 240 receives a time slot number and time
slot interval specification, and a reception command, from
time slot management section 230. Next, each time a com-
mand is received (S3401: YES), reception section 240 waits
for a response from radio terminal apparatus 300 with the
specified time slot interval as a unit (S3402 through S3406).

More specifically, reception section 240 first starts time
measurement (S3402), and determines whether or not a
response has been received from radio terminal apparatus 300
by the time the default slot interval is reached (S3403). Then,
if a response has been received (S3403: YES, S3405: YES),
reception section 240 passes the time slot number and a
reception notification indicating that a response has been
received to reception status management section 250
(S3407). On the other hand, if a response has not been
received (S3403: NO, S3406: YES), reception section 240
passes the time slot number and a non-reception notification
that is information indicating that a response has not been
received to reception status management section 250
(S3408).

Then, after reception section 240 passes a reception noti-
fication or non-reception notification to reception status man-
agement section 250, when processing is returned from
reception status management section 250, reception section
240 returns processing to time slot management section 230.

FIG. 18 is a flowchart showing an example of the operation
of reception status management section 250 of radio base
station apparatus 200.

Reception status management section 250 receives a time
slot number and a reception notification or non-reception
notification from reception section 240. Next, each time a
notification is received (S3501: YES), reception status man-
agement section 250 manages a reception status that links a
received time slot number to an identifier corresponding to
notification contents (S3502 through S3505).

More specifically, reception status management section
250 first sets the time slot number to initial value “0” (S3502).
Next, reception status management section 250 determines
whether or not a reception notification corresponds to each
time slot number while incrementing the time slot number
until the time slot number reaches default time slot number n.
If a reception notification has been received (S3503: YES),
reception status management section 250 performs linked
management of that time slot number and an identifier indi-
cating reception (S3504). On the other hand, if a reception
notification has not been received (a non-reception notifica-
tion has been received) (S3503: NO), reception status man-
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agement section 250 performs linked management of that
time slot number and an identifier indicating non-reception
(S3505).

Then, when the incremented time slot number reaches
default time slot number n (S3506: YES), reception status
management section 250 returns processing to reception sec-
tion 240 (S3508).

FIG. 19 is a flowchart showing an example of the operation
of base station authentication data generation section 260 of
radio base station apparatus 200.

Base station authentication data generation section 260
receives a command to generate base station authentication
data from communication control section 210. Then, each
time a base station authentication data generation command
is received (S3601: YES), base station authentication data
generation section 260 acquires a reception status from recep-
tion status management section 250 (S3602).

Then base station authentication data generation section
260 generates base station authentication data in accordance
with a default data generation rule (S3603). Base station
authentication data generation section 260 then passes gen-
erated base station authentication data to communication
control section 210, and returns processing to communication
control section 210 (S3604). Here, it is assumed that base
station authentication data generation section 260 generates
base station authentication data according to the data genera-
tion rule illustrated in FIG. 8. That is to say, base station
authentication data generation section 260 generates base
station authentication data by sorting information corre-
sponding to each time slot number in a reception status into
ascending time slot number order.

Next, the operation of each section of radio terminal appa-
ratus 300 will be described.

FIG. 20 is a flowchart showing an example of the operation
of communication control section 310 of radio terminal appa-
ratus 300.

First, communication control section 310 directs reception
section 320 to perform authentication start request reception
(S4101). When processing is returned from reception section
320, communication control section 310 next directs time slot
selection section 330 to select a time slot number for respond-
ing to an authentication start request (S4102). Processing is
then returned to communication control section 310 from
time slot selection section 330 together with a time slot num-
ber. Next, communication control section 310 passes the time
slot number received from time slot selection section 330 to
time slot management section 350, and directs time slot man-
agement section 350 to start time slot management (S4103).

When processing is returned from time slot management
section 350, communication control section 310 directs com-
parison data generation section 370 to generate comparison
data (S4104). When processing is returned from comparison
data generation section 370 together with comparison data,
communication control section 310 directs reception section
320 to receive authentication information that includes base
station authentication data from radio base station apparatus
200 (S4105).

Then processing is returned to communication control sec-
tion 310 together with base station authentication data from
reception section 320. Next, communication control section
310 passes base station authentication data received from
reception section 320 and comparison data received from
comparison data generation section 370 to base station
authentication section 380, and gives a command for base
station authentication (S4106). Processing is returned to
communication control section 310 together with an authen-
tication result from base station authentication section 380.

10

35

40

45

18

Next, if the received authentication result is “OK” (S4107:
YES), communication control section 310 continues commu-
nication processing (S4108). On the other hand, if the
received authentication result is “NG” (S4107: NO), commu-
nication control section 310 terminates communication pro-
cessing (S4109). Then communication control section 310
determines whether or not termination of processing relating
to base station authentication has been directed by means of a
user operation or the like, and if termination has not been
directed, repeats the above processing (S4110).

FIG. 21 is a flowchart showing an example of the operation
of reception section 320 of radio terminal apparatus 300.

Reception section 320 receives a command for authentica-
tion start request reception from communication control sec-
tion 310, and waits for authentication start request reception
each time a command is received (S4201: YES). Then, when
an authentication start request is received from radio base
station apparatus 200 (S4202: YES), reception section 320
returns processing to communication control section 310.

Reception section 320 also receives a command for recep-
tion of authentication information that includes base station
authentication data from communication control section 310,
and waits for authentication information reception each time
a command is received (S4204: YES). Then, when authenti-
cation information that includes base station authentication
data is received from radio base station apparatus 200 (S4205:
YES), reception section 320 passes the received base station
authentication data to communication control section 310,
and returns processing to communication control section 310
(54203).

FIG. 22 is a flowchart showing an example of the operation
of time slot selection section 330 of radio terminal apparatus
300.

Time slot selection section 330 receives a command for
time slot selection from communication control section 310.
Then, each time a command is received (S4301: YES), time
slot selection section 330 randomly selects at least one time
slot number within a default time slot number range (S4302).

Time slot selection section 330 notifies selection status
management section 340 of a selected time slot number
(S4303). Then, when processing is returned together with a
selected time slot number from selection status management
section 340, time slot selection section 330 passes that time
slot number to communication control section 310, and
returns processing to communication control section 310
(S4304).

FIG. 23 is a flowchart showing an example of the operation
of'selection status management section 340 of radio terminal
apparatus 300.

Selection status management section 340 receives a time
slot number from time slot selection section 330. Next, each
time a time slot number is received (S4401: YES), selection
status management section 340 manages a selection status
that links a received time slot number to an identifier indicat-
ing that selection has been performed (S4402). Then selection
status management section 340 manages a selection status
that links a time slot number other than a received time slot
number to an identifier indicating that selection has not been
performed (S4403), and returns processing to time slot selec-
tion section 330 (S4404).

FIG. 24 is a flowchart showing an example of the operation
of time slot management section 350 of radio terminal appa-
ratus 300.

Time slot management section 350 receives a time slot
number and a time slot management start command from
communication control section 310. Then, each time a time
slot number and a time slot management start command are
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received (S4501: YES), time slot management section 350
performs time slot management (S4502 through S4506).

More specifically, time slot management section 350 first
sets the time slot number to initial value “0” (S4502). Next,
time slot management section 350 increments the time slot
number until the time slot number reaches a default time slot
number, based on a default time slot interval (S4506). During
this time, time slot management section 350 determines
whether or not an incremented time slot number matches a
time slot number received from communication control sec-
tion 310.

If these time slot numbers match (S4503: YES), time slot
management section 350 passes the default time slot interval
to transmission section 360, and directs transmission section
360 to transmit a response to an authentication start request
(S4504). Then, if an incremented time slot number has
reached the default time slot number (S4505: YES), time slot
management section 350 returns processing to communica-
tion control section 310 (S4507).

FIG. 25 is a flowchart showing an example of the operation
of transmission section 360 of radio terminal apparatus 300.

Transmission section 360 receives a time slot interval, and
a command to transmit a response to an authentication start
request, from time slot management section 350. Next, each
time a command is received (S4601: YES), transmission sec-
tion 360 generates and transmits a response to an authentica-
tion start request within a specified time slot interval (S4602,
S4603).

More specifically, transmission section 360 first starts time
measurement (S4602), and transmits a response to radio base
station apparatus 200 (S4603). Next, when a specified time
slot interval has elapsed since the start of measurement
(S4604: YES), transmission section 360 returns processing to
time slot management section 350 (S4605).

FIG. 26 is a flowchart showing an example of the operation
of comparison data generation section 370 of radio terminal
apparatus 300.

Comparison data generation section 370 receives a com-
mand to generate comparison data from communication con-
trol section 310. Then, each time a comparison data genera-
tion command is received (S4701: YES), comparison data
generation section 370 acquires a selection status from selec-
tion status management section 340 (S4702).

Then comparison data generation section 370 generates
comparison data in accordance with a default data generation
rule (S4703). Comparison data generation section 370 then
passes generated comparison data to communication process-
ing section 1107, and returns processing to communication
control section 310 (S4704). Here, it is assumed that com-
parison data generation section 370 generates comparison
data according to the data generation rule illustrated in FIG. 9.
That is to say, comparison data generation section 370 gen-
erates comparison data by sorting information corresponding
to each time slot number in a selection status into ascending
time slot number order.

FIG. 27 is a flowchart showing an example of the operation
of base station authentication section 380 of radio terminal
apparatus 300.

Base station authentication section 380 receives base sta-
tion authentication data and comparison data, and a base
station authentication command, from communication con-
trol section 310. Then, each time a base station authentication
command is received (S4801: YES), base station authentica-
tion section 380 calculates the AND of base station authenti-
cation data and comparison data (S4802). Base station
authentication section 380 determines whether or not the
calculation result matches the comparison data. Base station
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authentication section 380 may also determine whether or not
values match (both are “1”’) at a bit position at which the value
is “1” in a bit pattern of base station authentication data and a
corresponding bit position of a base station authentication
data bit pattern.

If a calculation result and comparison data match (S4803:
YES), base station authentication section 380 determines that
received base station authentication data is not from a replay
attack. Then base station authentication section 380 passes an
identifier indicating “authentication OK” to communication
control section 310, and returns processing to communication
control section 310 (S4804).

On the other hand, if a calculation result and comparison
data do not match (S4803: NO), base station authentication
section 380 determines that received base station authentica-
tion data is from a replay attack. Then base station authenti-
cation section 380 passes an identifier indicating “authenti-
cation NG” to communication control section 310, and
returns processing to communication control section 310
(S4805).

Radio base station apparatus 200 operation, radio terminal
apparatus 300 operation, and radio communication system
100 operation as illustrated in FIG. 5 through FIG. 11 is
implemented by means of the above kinds of operation by the
respective sections.

As described above, radio communication system 100
according to this embodiment enables generation and utiliza-
tion of effective shared base station authentication data relat-
ing to defense against replay attacks in a plurality of radio
terminal apparatuses 300. Therefore, radio communication
system 100 according to this embodiment enables the number
of'times base station authentication data is generated, and the
number of times a signature is added to base station authen-
tication data, to be decreased. In addition, radio communica-
tion system 100 according to this embodiment enables the
number of base station authentication data transmissions to
be decreased by performing broadcast transmission.

Therefore, radio communication system 100 according to
this embodiment enables previously necessary base station
authentication data computation time and transmission time
per radio terminal apparatus 300 to be reduced while enabling
replay attacks to be rejected by individual radio terminal
apparatuses 300. By this means, radio communication system
100 according to this embodiment makes it possible for short-
ening of the time slot length to be achieved, and for more radio
terminal apparatuses 300 to perform base station authentica-
tion within a fixed period of time.

Also, radio communication system 100 according to this
embodiment uses a combination of varying information com-
prising “a time slot selected by each radio terminal apparatus
300” and “a number of selected time slots” in base station
authentication data generation. By this means, even if a third
party attempts a replay attack using base station authentica-
tion data previously transmitted from radio base station appa-
ratus 200, that base station authentication data will not match
current comparison data. Therefore, radio communication
system 100 according to this embodiment enables authenti-
cation security to be improved.

The number of radio terminal apparatuses 300 subject to
one base station authentication data generation operation is
not limited to the above number. Also, data generation rules
for base station authentication data and comparison data are
not limited to the above-described contents, and contents
arranged in descending time slot number order, or functions
that perform various other kinds of sorting on time slot num-
bers, can be employed.
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Base station authentication data creation and comparison
data creation need not be performed in frame units, but may
be performed using some of the plurality of time slots con-
figuring a frame as a unit. That is to say, default time slot
number n may be smaller than the number of time slots of a
frame whereby a response to an authentication start request is
implemented. In this case, a plurality of base station authen-
tication data are generated and transmitted for one frame. By
this means, the generation time, transmission time, and com-
parison time of each data can be further shortened by means
of the base station authentication data and comparison data
generation rules.

Embodiment 2

Embodiment 2 of the present invention improves the ran-
domness of base station authentication data and comparison
data by adding a random value generated by a radio terminal
apparatus to a response to an authentication start request, and
using this random value in base station authentication data
and comparison data generation.

FIG. 28 is a block diagram showing an example of the
configuration of radio terminal apparatus 300a according to
this embodiment, and corresponds to FIG. 13 of Embodiment
1. Parts in FIG. 28 identical to or corresponding to parts in
FIG. 13 are assigned the same reference codes as in FIG. 13,
and descriptions thereof are omitted here.

In FIG. 28, radio terminal apparatus 300a has time slot
selection section 330a, selection status management section
340aq, time slot management section 350a, and transmission
section 360q, differing from the configuration in FIG. 13.
Furthermore, radio terminal apparatus 300 has random
number generation section 390a as a new addition. Random
number generation section 390a is located in time slot selec-
tion section 330a, for example.

Random number generation section 390a generates a ran-
dom number using a known pseudo-random number genera-
tion method, for example. Random number generation sec-
tion 390a generates a random value that is other than “0”,
which is an identifier indicating non-reception and non-se-
lection, and that is within a size range allowing embedding in
a response.

Time slot selection section 330a generates a random value
for each selected time slot, using random number generation
section 390a. Then time slot selection section 330a passes a
generated random value to selection status management sec-
tion 340a and communication control section 310.

On receiving a random value from time slot selection sec-
tion 330q, selection status management section 340a man-
ages a selection status that links a time slot number to a
random value.

On receiving a random value from time slot selection sec-
tion 330a, time slot management section 350q directs trans-
mission section 360a to transmit a response in which the
random value is embedded as a response.

Transmission section 360a receives a response transmis-
sion command and random value from time slot management
section 350q. Then transmission section 360a generates a
response in which the received random value is embedded,
and transmits this as a response to an authentication start
request, using a selected slot.

FIG. 29 is a drawing showing an example of the data
configuration of a response in which a random value is
embedded, and corresponds to FIG. 6 of Embodiment 1. Parts
in FIG. 29 identical to those in FIG. 6 are assigned the same
reference codes as in FIG. 6.
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As shown in F1G. 29, radio data 530 of a response in which
arandom value is embedded comprises synchronization code
511, length 512, command code 513, random value 531, and
checksum 514, arranged in that order. Here, length 512 con-
tains the total length of command code 513, random value
531, and checksum 51.

In command code 513, radio terminal apparatus 300 enters
apredetermined command code indicating that radio data 530
is a response and stores a random number. Also, radio termi-
nal apparatus 300 enters a generated random value in random
value 531, and generates radio data 530 of a response in which
arandom value is embedded. When the above predetermined
command code has been entered in command code 513, radio
base station apparatus 200 determines that that radio data 510
is a response, and extracts random value 531.

Such a radio terminal apparatus 300a can transmit a gen-
erated random value to radio base station apparatus 200q as a
response, and generate data in which a random value and an
identifier indicating non-reception are arranged in ascending
time slot number order as comparison data. Then radio ter-
minal apparatus 300a can perform base station authentication
based on whether or not a selected random value is associated
with a selected time slot number in base station authentication
data sent from radio base station apparatus 200a.

FIG. 30 is a block diagram showing an example of the
configuration of radio base station apparatus 200a according
to this embodiment, and corresponds to FIG. 12 of Embodi-
ment 1. Parts in FIG. 30 identical to or corresponding to parts
in FIG. 12 are assigned the same reference codes as in FIG.
12, and descriptions thereof are omitted here.

InFIG. 30, radio base station apparatus 200« has reception
section 240a and reception status management section 250a
instead of'and differing from reception section 240 and recep-
tion status management section 250 shown in FIG. 12.

On receiving a response to an authentication start request,
reception section 240a passes to reception status manage-
ment section 250 not a reception notification but a random
value embedded in an ACK message sent as a response.

On receiving a random value from reception section 240a,
reception status management section 250a manages a recep-
tion status that links a time slot number to a random value.

Such a radio base station apparatus 200a can generate data
in which a received random value and identifier indicating
non-reception are arranged in ascending time slot number
order as base station authentication data.

Areas of the operation of a radio communication system
according to this embodiment that differ from Embodiment 1
will now be described. In the drawings, parts identical to or
corresponding to those in a corresponding drawing of
Embodiment 1 are assigned the same step numbers as in
Embodiment 1, and descriptions thereof are omitted here.

FIG. 31 is a sequence diagram showing an example of the
overall operation of a radio communication system having
radio base station apparatus 200a and radio terminal appara-
tuses 3004, and corresponds to FIG. 5 of Embodiment 1. FIG.
32 is a schematic diagram showing an example of a data
generation rule for generation of base station authentication
data by radio base station apparatus 200a, and corresponds to
FIG. 8 of Embodiment 1. FIG. 33 is a schematic diagram
showing an example of a data generation rule for generation
of comparison data by radio terminal apparatus 300a, and
corresponds to FIG. 9 of Embodiment 1.

As shown in FIG. 31, each radio terminal apparatus 300a
includes a generated random value in a response to radio base
station apparatus 2004 and a selection status. Also, radio base
station apparatus 200a¢ manages a reception status that
includes a received random number. As a result, as shown in
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FIG. 32 and FIG. 33, in this embodiment a random value is
entered in a part of base station authentication data and com-
parison data in which an identifier indicating a time slot used
for base station authentication was entered in Embodiment 1.

FIG. 34 is a flowchart showing an example of the operation
of reception section 240a of radio base station apparatus
200a, and corresponds to FIG. 17 of Embodiment 1.

On receiving a response from radio terminal apparatus
300a (S3403: YES, S3405: YES), reception section 240a
passes a time slot number and a random value included in the
response to reception status management section 250a
(S3407a).

FIG. 35 is a flowchart showing an example of the operation
of reception status management section 250a of radio base
station apparatus 200q, and corresponds to FIG. 18 of
Embodiment 1.

For a time slot for which a random value has been reported
from reception section 240a (S3503a: YES), reception status
management section 250a performs linked management of
the time slot number and random value (S35044).

As a result, base station authentication data in which a
random value is embedded is generated as shown in FIG. 32,
and is transmitted by broadcast transmission.

FIG. 36 is a flowchart showing an example of the operation
of'time slot selection section 330a of radio terminal apparatus
300a, and corresponds to FIG. 22 of Embodiment 1.

Time slot selection section 330a generates a random value
for each selected time slot, using random number generation
section 390a (S4302a). Then time slot selection section 330a
notifies selection status management section 340a of a
selected time slot number and a random value corresponding
to the time slot number (S4303a), and processing is returned
from selection status management section 340qa. Next, time
slot selection section 330a passes the selected time slot num-
ber and the random value corresponding to the time slot
number to communication control section 310, and returns
processing to communication control section 310 (S4304q).

FIG. 37 is a flowchart showing an example of the operation
of selection status management section 340q of radio termi-
nal apparatus 3004, and corresponds to FIG. 23 of Embodi-
ment 1.

Selection status management section 340qa receives a time
slot number and the random value corresponding to the time
slot number from time slot selection section 330a (S4401a:
YES). Next, selection status management section 340a man-
ages a selection status that links a received time slot number
and random value (S4402aq).

FIG. 38 is a flowchart showing an example of the operation
of'time slot management section 350a of radio terminal appa-
ratus 300a, and corresponds to FIG. 24 of Embodiment 1.

Time slot management section 350a receives a time slot
number and a random value corresponding to the time slot
number from communication control section 310, and is
directed to start time slot management (S4501a: YES). Next,
time slot management section 350a starts time slot number
incrementing. Then, when a time slot with the received time
slot number arrives (S4503: YES), time slot management
section 350q passes the time slot interval and random value
corresponding to the time slot number to transmission section
360a. Then time slot management section 350a gives a com-
mand for a response to an authentication start request
(S45044a).

FIG. 39 is a flowchart showing an example of the operation
of transmission section 360a of radio terminal apparatus
300a, and corresponds to FIG. 25 of Embodiment 1.

Transmission section 3604 receives the time slot interval
and a random value corresponding to the time slot from time
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slot management section 350a (S4601a: YES). Next, trans-
mission section 360a transmits the received random value to
radio base station apparatus 200q as a response to an authen-
tication start request, using the current time slot (S4603a).

As a result, comparison data in which a random value is
embedded is generated as shown in FIG. 33, and is transmit-
ted to radio base station apparatus 200a.

If a response destination and a base station authentication
data sender are the same, a random value having the same
value as a comparison data random value is entered in a data
position in which a comparison data random value is entered
in base station authentication data.

Therefore, base station authentication section 380 of radio
terminal apparatus 300a can determine whether or not base
station authentication data and comparison data match by, for
example, performing an AND after conversion to binary data,
and determining whether or not the result of the AND matches
the comparison data.

Thus, radio terminal apparatus 300a according to this
embodiment uses a combination including a random value, in
addition to the three varying values described in Embodiment
1, in base station authentication data generation. Therefore,
radio terminal apparatus 300a according to this embodiment
enables still higher authentication security to be achieved.

In this embodiment, if a plurality of radio terminal appa-
ratuses 300q select the same time slot simultaneously, corre-
sponding random values in base station authentication data
and comparative data do not match. In such a case, it is
desirable for a radio terminal apparatus 300a that does not
transmit a response due to overlapping with another radio
terminal apparatus 300« to determine a data match based not
on matching/non-matching of random values, but on whether
or not a slot is one for which a response has been received.
That is to say, in determining a radio terminal apparatus 300a
data match, a data match is determined based on whether or
not the value at a position corresponding to a selected time
slot in base station authentication data is “0”.

In the above-described embodiments, cases have been
described in which a radio base station apparatus that is a
radio communication apparatus being authenticated is fixed,
and a radio terminal apparatus that is a radio communication
apparatus performing authentication moves, but the present
invention is not limited to this. All or some of a plurality of
radio terminal apparatuses may be fixed while a radio base
station apparatus moves, or both a plurality of radio terminal
apparatuses and a radio base station apparatus may move.

Provision may also be made for a radio base station appa-
ratus to add a data generation rule for comparison data cor-
responding to base station authentication data held by that
radio base station apparatus as shared information. In this
case, a comparison data generation section acquires a com-
parison data generation rule from shared information added
to an authentication start request or base station authentica-
tion data. By this means, even if a data generation rule for base
station authentication data differs for each radio base station
apparatus, a radio terminal apparatus can always generate
comparison data using a data generation rule corresponding
to the radio base station apparatus currently being communi-
cated with.

Also, aradio base station apparatus and each radio terminal
apparatus may switch data generation rules for base station
authentication data and comparison data used between them.
When a data generation rule is switched for each base station
authentication, the data generation rule execution order may
be set in advance, or information indicating which data gen-
eration rule is to be used may be exchanged each time base
station authentication is started.
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Furthermore, base station authentication data need not nec-
essarily be data in which per-slot identifiers are arranged, but
need only be data that summarizes whether or not there is a
response for each time slot for a plurality of time slots, and
that can be analyzed on the radio terminal apparatus side. For
example, one possibility is data in which the time slot number
of a time slot for which there is a response is entered.

The disclosure of Japanese Patent Application No. 2009-
51319, filed on Mar. 4, 2009, including the specification,
drawings and abstract, is incorporated herein by reference in
its entirety.

INDUSTRIAL APPLICABILITY

A radio base station apparatus, radio terminal apparatus,
and base station authentication method according to the
present invention are suitable for use as a radio base station
apparatus, radio terminal apparatus, and base station authen-
tication method that enable more radio terminal apparatuses
to perform base station authentication within a fixed period of
time.

REFERENCE SIGNS LIST

100 Radio communication system

200, 200a Radio base station apparatus

210, 310 Communication control section

220, 360, 360a Transmission section

230 Time slot management section

240, 2404, 320 Reception section

250, 250a Reception status management section
260 Base station authentication data generation section
300, 300a Radio terminal apparatus

330, 330a Time slot selection section

340, 340a Selection status management section
350, 350a Time slot management section

370 Comparison data generation section

380 Base station authentication section

390a Random number generation section

The invention claimed is:

1. A radio base station apparatus that performs radio com-
munication with a plurality of radio terminal apparatuses by
time division multiple access, the radio base station apparatus
comprising:

a request transmitter structured to transmit an authentica-
tion start request requesting starting of base station
authentication to each of the plurality of radio terminal
apparatuses;

a response information receiver structured to receive
response information from each of the plurality of radio
terminal apparatuses as a response to the authentication
start request, the response information indicating that
the base station authentication is to be started from the
plurality of radio terminal apparatuses;

a base station authentication data generator structured to
generate base station authentication data summarizing
information indicating whether or not the response
information has been received for each time slot, the
base station authentication data being information that
associates an identifier indicating whether or not the
response information receiver has received the response
information for each time slot; and

a base station authentication data transmitter structured to
transmit the generated base station authentication data to
the plurality of radio terminal apparatuses,
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wherein the base station authentication data is information
in which identifiers are arranged in a predetermined
order according to numbers of time slots.

2. The radio base station apparatus according to claim 1,
further comprising a shared information notifier structured to
add the predetermined order to the authentication start
request or the base station authentication data as shared infor-
mation.

3. A radio base station apparatus that performs radio com-
munication with a plurality of radio terminal apparatuses by
time division multiple access, the radio base station apparatus
comprising:

a response information receiver structured to receive
response information indicating that base station
authentication is to be started from the plurality of radio
terminal apparatuses;

a base station authentication data generator structured to
generate base station authentication data summarizing
information indicating whether or not the response
information has been received for each time slot; and

a base station authentication data transmitter structured to
transmit the generated base station authentication data to
the plurality of radio terminal apparatuses,

wherein the base station authentication data transmitter
does not transmit the base station authentication data
when the number of time slots for which the response
information is received exceeds a predetermined thresh-
old value.

4. A radio terminal apparatus that is one of a plurality of
radio terminal apparatuses that perform communication with
a radio base station apparatus by time division multiple
access, the radio terminal apparatus comprising:

a request receiver structured to receive an authentication
start request requesting starting of base station authen-
tication from the radio base station apparatus;

a time slot selector structured to select a time slot;

a response information transmitter structured to transmit
response information, using the selected time slot, to the
radio base station apparatus as a response to the authen-
tication start request, the response information indicat-
ing that the base station authentication is to be started;

a comparison data generator structured to generate com-
parison data that associates an identifier indicating
whether or not selection has been performed by the time
slot selector for each time slot;

a base station authentication data receiver structured to
receive base station authentication data in correspon-
dence to the transmitted response information; and

a base station authenticator structured to perform base
station authentication for a transmitter of the base station
authentication data by comparing the generated com-
parison data and the received base station authentication
data, based on whether or not the received base station
authentication data indicates that the response informa-
tion was received in the selected time slot,

wherein the comparison data is information in which iden-
tifiers are arranged in a predetermined order according
to numbers of time slots.

5. The radio terminal apparatus according to claim 4, fur-
ther comprising a shared information acquirer structured to
acquire the predetermined order from shared information
added to the authentication start request or the base station
authentication data.

6. A radio base station apparatus that performs radio com-
munication with a plurality of radio terminal apparatuses by
time division multiple access, the radio base station apparatus
comprising:
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a request transmitter structured to transmit an authentica- a radio base station apparatus by time division multiple
tion start request requesting starting of base station access, the radio terminal apparatus comprising:
authentication to each of the plurality of radio terminal a request receiver structured to receive an authentication

apparatuses;

a response information receiver structured to receive s
response information from each of the plurality of radio
terminal apparatuses as a response to the authentication
start request for each of the authentication start request,
the response information including a random value

start request requesting starting of base station authen-
tication from the radio base station apparatus;

a time slot selector structured to select a time slot;

a response information transmitter structured to transmit
response information, using the selected time slot, to the

. radio base station apparatus as a response to the authen-
selected from values other than a predetermined value 19 L . L. .
S . o tication start request, the response information including
indicating that the base station authentication is not to be
started: arandom value selected from values other than a prede-

termined value indicating that the base station authenti-
cation is not to be started;

a base station authentication data receiver structured to
receive base station authentication data in correspon-
dence to the transmitted response information; and

a base station authenticator structured to perform base
station authentication for a transmitter of the base station
authentication data, based on whether or not the received
base station authentication data associates the random
value included in the response information for the
selected time slot.

a base station authenticator structured to generate base
station authentication data that associates the predeter-
mined value for each time slot in which the response 15
information receiver has not received the response infor-
mation and associates the random value for each time
slot in which the response information receiver has
received the response information; and

a base station authentication data transmitter structured to 20
transmit the generated base station authentication data to
the plurality of radio terminal apparatuses.

7. A radio terminal apparatus that is one of a plurality of

radio terminal apparatuses that perform communication with L



